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Tips List

1. Increase Secondary RAM Cache

It is possible that your Windows NT HAL (Hardware Abstraction Layer) does not
recognize the amount of L2 cache (Secondary RAM Cache) that you have installed. To
force Windows NT to recognize it, edit:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\SessionManager\Memory Management

The value name SecondLevelDataCache is a type REG_DWORD. A data value of 0 is
the default which sets the L2 cache to 256K. If you have a different amount installed, set
the value in decimal.

Example: If you have 512K cache, set the entry to 512 in decimal (Hexadecimal 200).

If you have lots on memory, set DisablePagingExecutive, a type REG_DWORD, to 1.
This will allow drivers and the kernel code to be kept in memory. The default is 0 which
pages drivers and kernel code when needed. 

2. How do I clear the page file at shutdown?

For security reasons, you may want to clear the pagefile.sys when you shutdown the
system. Edit:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Session
Manager\Memory Management

Add Value name ClearPageFileAtShutdown as type REG_DWORD. The default is 0.
When you set it to 1, inactive pages in the pagefile.sys will be filled with zeros. Some pages
can not be cleared as they are active during shutdown. 


3. Increase network performance.

If you increase the number of buffers that the redirector reservers for network
performance, it may increase your network throughput. Each extra execution thread that
you configure will take 1k of additional nonpaged pool memory, but only if your
applications actually use them. To configure additional buffers and threads, edit:


HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\LanmanWorkstation\Parameters

Modify or Add Value of type REG_DWORD for:

MaxCmds The range is 0 - 255 and the default is 15

MaxThreads Set it to the same value as MaxCmds

You may also want to increase the value of MaxCollectionCount. This REG_DWORD is
the buffer for character-mode named pipes writes. The default is 16 and the range is 0 -
65535. 

4. Reduce network delay.

When TCP/IP network activity is light, delays may be encountered with the default request
buffer size (4356 decimal).

The range of this parameter is 512 - 65536 bytes. Testing has shown that, in most standard
Ethernet environments, 14596 (decimal) is a better choice, if the memory is available. Edit:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\LanmanServer\Parameters

and Add Value name SizReqBuf as a type REG_DWORD.

Restart the computer. 

5. Error 1008: Failed to Load/Unload the User Profile

The information in this article applies to: 

Microsoft Windows NT Server version 4.0, Terminal Server Edition 

SYMPTOMS

The following error may occur when a user logs on to a Terminal Server either at the
console or through the Terminal Server client. In the Terminal Server Event Viewer in the
Security Log, a 1008 error is recorded. 

Error 1008: Failed to Load/Unload the User Profile

CAUSE

One very likely cause is that the registry has exceeded the default limit of 12 megabytes
(MB). This is easy to do if many users log on to the Terminal Server. 

RESOLUTION

To resolve this problem, perform the following steps: 

1. Double-click the System tool in Control Panel. 

2. In the Virtual Memory section of the Performance tab, click Change. 

3. Check the current registry size limit and add 10 MB of additional space. 

If the registry size is not the issue, and if the users store their profiles on a computer
other than the Terminal Server, check to make sure the user can make a connection to
the remote server. Perhaps that system is out of licenses. 

Version : WinNT:4.0
Platform : winnt
Issue type : kbprb

6. Terminal Server Commands: FLATTEMP

The information in this article applies to: 

Microsoft Windows NT Server version 4.0, Terminal Server Edition 

SUMMARY

FLATTEMP enables or disables flat temporary directories. 

Syntax

flattemp [/query] [/enable] [/disable] [/?] 

Parameters

none 

/query Queries the current setting.

/enable Enables flat temporary directories.

/disable Disables flat temporary directories.

/? (help) 

Displays the syntax for the command and information about the command's options.


Security Restrictions

Only administrators can run flattemp. 

FLATTEMP -- Additional Notes

The default method of creating temporary directories for multiple users (usually pointed to by the TEMP and TMP environment variables) is to create subdirectories in the TEMP directory, using the logon ID as the subdirectory name. For example, if the TEMP environment variable points to the directory C:\TEMP, the temporary directory assigned to the user logon ID 4 is C:\TEMP\4. 

Use the flattemp command to prevent subdirectories from being created and to point directly to the TEMP directory. This is useful when you want the users' temporary directories to be contained in their home directories, whether on a Terminal Server's local drive or on a network share drive. You should use this command only when each user has a unique home directory. 

To configure a unique home directory for each user, follow these steps: 

1. Log on as the user. 

2. Start the System application in Control Panel. 

3. Set the user's environment variables, TEMP and TMP, to a TEMP directory in the user's home directory; for example, X:\Users\Bobw\Temp.

After each user has a unique TEMP directory, use flattemp /enable to enable flat
temporary directories. 

WARNING: You may encounter application errors if the user's temporary directory is on a network drive. This happens when the network share momentarily becomes inaccessible over the network. No disk corruption happens, but because the application's temporary files are either inaccessible or out of synchronization, the application responds as if the disk has crashed. Therefore, moving the temporary directory to a network drive is not recommended. The default is to keep the temporary directories on the local hard disk. If you experience strange behavior or disk corruption errors with certain applications, stabilize your network or move the temporary directories back to the local hard disk. 

Version : WinNT:4.0
Platform : winnt
Issue type : kbinfo

7. System Is Running Low on Registry

SYMPTOMS

When the Registry Size Limit is set too low, the following popup error message will be
displayed on the screen: 

{Low on Registry Quota}
Your system is running low on registry quota.
Start the System option in the Control Panel and
choose
the Virtual Memory button to increase the registry
quota. 


CAUSE

When applications such as Rdisk.exe and other Backup software are used to backup
the registry, the amount of paged pool memory used by these applications are charged
towards the registry's quota. If the amount consumed reaches 95 percent of the Registry

Size Limit then the warning popup mentioned above will be displayed. The warning is
displayed only once for each boot cycle; which means that the popup will not be
displayed until the system is rebooted, and the threshold reached again. 


WORKAROUND

On Windows NT 4.0 systems, in Performance Monitor, "Percent Registry size used
counter" under the System object can be used to monitor this setting. The rule of thumb
to follow is to double the current registry size, and add 20 percent to that value. 


MORE INFORMATION

"Maximum Registry Size" also known as "Registry Size Limit" can be specified in the
Virtual Memory dialog box in the System/performance section of Control Panel. 

This value enables one to specify the maximum size of the registry, and also limit the
use of paged pool memory used by applications calling registry APIs. 

Additional query words: RSL 

8. How to Enable the Quick Reboot Feature for Windows NT 4.0 SP4

SUMMARY

Windows NT 4.0 Service Pack 4 (SP4) includes a feature that you can use to reboot the
computer quickly by pressing SHIFT+CTRL+ALT+DELETE. 


MORE INFORMATION

WARNING: Using Registry Editor incorrectly can cause serious problems that may
require you to reinstall your operating system. Microsoft cannot guarantee that problems
resulting from the incorrect use of Registry Editor can be solved. Use Registry Editor at
your own risk.

For information about how to edit the registry, view the "Changing Keys And Values"
Help topic in Registry Editor (Regedit.exe) or the "Add and Delete Information in the
Registry" and "Edit Registry Data" Help topics in Regedt32.exe. Note that you should
back up the registry before you edit it. If you are running Windows NT, you should also
update your Emergency Repair Disk (ERD).

To enable the Quick Reboot feature, add a REG_SZ value named EnableQuickReboot
with a data value of 1 in the following registry key: 

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon 

After you make this change, quit Registry Editor and restart the computer. 

Note that rebooting the computer by using the SHIFT+CTRL+ALT+DELETE key
combination does not shut down the computer gracefully and creates an "unexpected
shutdown (event 6008)" message in the event log. 

For more information about event 6008, please see the following article in the Microsoft
Knowledge Base:

Q196452 Why WinNT Reports 6005, 6006, 6008, and 6009 Event Log
Entries 

For information about obtaining Windows NT 4.0 SP4, please see the following article in
the Microsoft Knowledge Base:

Q152734 How to Obtain the Latest Windows NT 4.0 Service Pack 

Additional query words: 

9. Run 16bit apps in a Seperate VDM.

When configuring a shortcut or running an executable from explorer, you have the option to
run 16bit applications in a seperate VDM (Virtual DOS Machine). If you always check run

in seperate memory space, you can make that the default behavior by editing the registry
at:

HKEY_LOCAL_MACHINE/SYSTEM/CurrentControlSet/Control/WOW

Edit or Add Value of type REG_SZ with value name DefaultSeparateVDM and set it to yes. The default behavior is no.

Reboot. 

10.Improve TCP performance.

Starting with SP2, Windows NT can implement the Van Jacobson TCP fast retransmit and recovery algorithm to quickly retransmit missing segments upon the receipt of n ACKS, without waiting for the retransmission timer to expire.

To implement the Van Jacobson algorithm, edit:

HKEY_LOCAL_MACHINE/SYSTEM/currentcontrolset/services/tcpip/parameters

Add Value name TcpMaxDupAcks, a type REG_DWORD, and set the value to the n
(number) of ACKs. The range is 1-3 and the default is 2. 

11. Changing ICA port number 

Additionally, check into the altaddr settings in the SP5B ReadMe:

ALTADDR Usage

This utility is used to query and set the alternate (external) IP address that a Metaframe server will return to clients who 
request it. The alternate IP address is an external address used by Metaframe clients outside a firewall.

Syntax:

ALTADDR [/SERVER:servername] [/SET alternateaddress]
ALTADDR [/SERVER:servername] [/SET adapteraddress alternateaddress]
ALTADDR [/SERVER:servername] [/DELETE]
ALTADDR [/SERVER:servername] [/DELETE adapteraddress]

Options:

/SERVER:servername

Specifies the Metaframe server on which to set an alternate IP address; otherwise the current Metaframe server is used.

/SET
Sets alternate IP addresses. If adapteraddress is specified, alternateaddress is assigned to that network adapter only.

/DELETE
Deletes all alternate addresses on the specified server. If adapteraddress is specified, deletes only the alternate address for that adapter.

/V (verbose)
Displays information about the actions being performed.

/?
Displays the syntax for the utility and information about the utility's options.

Examples:

Example 1: Set the alternate address to 1.1.1.1 for the current server:

ALTADDR /SET 1.1.1.1

Example 2: Set the alternate address to 1.1.1.1 on the network interface with adapteraddress 2.2.2.2:

ALTADDR /SET 2.2.2.2 1.1.1.1

Example 3: Delete all alternate addresses on the current server:

ALTADDR /DELETE

Configures the ICA port number.

Syntax

ICAPORT [/Q] [/PORT:nnn] [/RESET] [/?]

Parameter

nnn

The number to assign to the TCP/IP port.

Options

/Q

Queries the current setting.

/PORT:nnn

Changes the TCP/IP port number.

/RESET

Resets the TCP/IP port number to 1494, which is the default.

/? (help)

Displays the syntax for the utility and information about the utility's options.

Remarks

Use ICAPORT to change the TCP/IP port number used by the ICA Protocol. The default port number is 1494. The port 
number should be in the range of 065535 and must not conflict with other well-known port numbers. Whenever the port 
number is changed, the server must be restarted for the new value to take effect.

Configuring the Metaframe Client for a Different ICA Port Number

If you change the port number on the Metaframe server, you must also change it on every WINF
RAME client PC that will connect to that server. You can do this in one of three ways. These ways are valid with the DOS
, Win16, and Win32 versions of the Metaframe client.

In the Server field of the Remote Application Manager, you can enter the server name or IP address, followed by a colon 
and the port number. For example, 128.255.32.44:1234 or www.Metaframe.com:1234, where "1234" is the TCP port 
number. This will cause Remote Application Manager to attempt to connect to that particular Metaframe server using 
TCP port 1234. Connections to all other entries in Remote Application Managers server list will be attempted using the 
standard TCP port number 1494.
Edit the APPSRV.INI file in the Metaframe client directory and add the setting "ICAPortNumber=nnn" to 
individual server sections. For instance, suppose two Metaframe server connections are configured in the Metaframe 

client. One connection is configured with "HOMER" in the description field while the other is configured with "BART" as 
the description. HOMER is using TCP port number 999 while BART is using port number 888. You would make the 
APPSRV.INI file look like this:

[HOMER]
ICAPortNumber=999
[BART]
ICAPortNumber=888

Edit the APPSRV.INI file in the Metaframe client directory and add the setting "ICAPortNumber=nnn" to the [WFCLIENT
] section. For example:

[WFCLIENT]
ICAPortNumber=1234

If this setting is added to the [WFCLIENT] section, all TCP/IP connections configured in the Remote Application Manager
will attempt to connect using port 1234.

Example

To set the TCP/IP port number to 5000:

ICAPORT /PORT:5000

To reset the port number to 1494:

ICAPORT /RESET

Security Restrictions

Only administrators can run ICAPORT.


12. Compaq SSD and Insite Manager 

Although not tested by Citrix, please refer to the knowlege base at www.citrix.com for : "Compaq Insight Manager version
3.0 "

Compaq Insight Management is comprised of two parts:

1. An agent that runs on a variety of software platforms including Windows NT and NetWare (Compaq Insight 
Management Agents)
2. The management application software that runs on Windows NT (Compaq Insight Manager).

Both pieces rely on the SNMP service so make sure this is installed before proceeding. Installation of each of these 
pieces will be documented separately.

Known Issues
There are two known issues with Compaq Insight Manager running on Metaframe:

1. The Insight Manager Setup program copies the file MGMTAPI.DLL to the %SystemRoot%\System32 directory, 
in the process backing up the existing file as MGMTAPI.CIM. 

If Service Pack 4 or later is installed on Metaframe , Insight Manager's MGMTAPI.DLL will be overwritten with the 
version supplied with the Service Pack. Once overwritten Insight Manager will refuse to start, displaying the error 
message:

"Error loading MGMTAPI.DLL". You may need to re-install Insight Manager."

To resolve this issue, re-install Insight Manager. This problem is documented by Compaq at:
http://www.compaq.com/support/techzone/solutions/servers/nt/m0520-01.html

2. When users other than the installer of Insight Manager attempt to run CIM.EXE they receive the following 
message:
"Invalid Files - You Must Reinstall"
This is problem occurs because the file CIM20.INI is not copied into each user's home Windows directory. To resolve 
this issue set the application compatibility bit for this application to always receive %SystemRoot% as the Windows 
directory instead of the user's Windows directories. To do this:

a. Login as an administrator. Run REGEDT32.EXE. Select the key:
HKEY_LOCAL_MACHINE
SOFTWARE
Citrix
Compatibility
Applications.

b. Choose Add Key from the Edit menu.

c. In the Key Name field, type "CIM" (this is the name of the Insight Manager application.

d. With the new key selected, choose Add Value from the Edit menu. In the Value Name field, type "Flags" and 
select REG_DWORD as the Data Type. In the Data field, type "40C" in hex.

Compaq Insight Manager Agent for Windows NT
When installing Compaq Insight Manager Agent on Metaframe follow these steps:

1. Login to the Metaframe console as the Administrator
2. Start a command prompt and type:
CHANGE USER /INSTALL
3. Run the Compaq Insight Manager Agent SETUP.EXE
4. After Setup is finished start a command prompt and type:
CHANGE USER /EXECUTE
5. Reboot the Metaframe server.

13. Server Service Configuration and
Tuning

The information in this article applies to:

Microsoft Windows NT operating system version 3.1 
Microsoft Windows NT Advanced Server version 3.1 
Microsoft Windows NT Workstation versions 3.5, 3.51, 4.0 
Microsoft Windows NT Server versions 3.5, 3.51, 4.0



SUMMARY

Although the Windows NT Server service is self-tuning, it can be also be configured
manually through Control Panel Service. Normally, the server configuration parameters
are auto-configured (calculated and set) each time you boot Windows NT. However, if
you run NET CONFIG SERVER in conjunction with the /AUTODISCONNECT,
/SERVCOMMENT OR /HIDDEN switches the current values for the automatically tuned
parameters are displayed and written to the registry. Once these parameters are written
to the registry, you cannot tune the Server service using Control Panel Networks. 


If you add or remove system memory, or change the server size setting
minimize/balance/maximize), Windows NT does not automatically tune the Server
service for your new configuration. For example, if you run NET CONFIG SRV
/SRVCOMMENT, and then add more memory to the computer, Windows NT does not
increase the calculated value of autotuned entries. 

Typing NET CONFIG SERVER at the cmd prompt without additional parameters leaves
auto tuning intact while displaying useful configuration information about the server. 


MORE INFORMATION

The Server service supports information levels that let you set each parameter
individually. For example, the command NET CONFIG SRV /HIDDEN uses information
level 1016 to set just the hidden parameter. However, NET.EXE queries and sets
information levels 102 (hidden, comment, users, and disc parameters) and 502. As a
result, all parameters in the information level get permanently set in the Registry.
SRVMGR.EXE and the Control Panel Server query and set only level 102 (not level 502)
when you change the server comment. 

Administrators wishing to hide NT computers from the browse list or change the
autodisconnect value should make those specific changes using REGEDT32.EXE
instead of the command line equivalents discussed above. The server comment can be
edited using the description field of the Control Panel Server applet or Server Manager. 


RESOLUTION

To restore the LAN Manager Server parameters to the defaults, or to reconfigure
Windows NT so that it auto-configures the Server service: 

WARNING: Using Registry Editor incorrectly can cause serious, system-wide problems
that may require you to reinstall Windows NT to correct them. Microsoft cannot
guarantee that any problems resulting from the use of Registry Editor can be solved. Use
this tool at your own risk. 

1.Run Registry Editor (REGEDT32.EXE). 

2.From the HKEY_LOCAL_MACHINE subtree, go to the following key: 
\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters



3.Remove all entries except the following: 
EnableSharedNetDrives
Lmannounce
NullSessionPipes
NullSessionShares
Size 

NOTE: You may have other entries here that are statically coded. Do not remove
these entries. 

4.Quit Registry Editor and restart Windows NT.

Additional query words: prodnt 3.10 auto configure tune tuned tuning 

14. Terminal Server logon script.

If you want a special logon script that only runs when a Terminal Server client connects to
a Terminal Server (or via the console), create your JSIts.CMD logon script in the
%SystemRoot%\System32 folder. Then use Regedt32.exe to browse to:

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon

Double-click Appsetup in the right hande pane and place a , JSIts.CMD after the last
entry.

If the value of Appsetup was Usrlogon.cmd, Rmvlinks.exe it should now be Usrlogon.cmd, Rmvlinks.exe, JSIts.CMD Every time a user logs onto the Terminal Server, JSIts.CMD will run. 

15. NT Memory Management Tips and Tricks

Synopsis:
The information in this note is related to HKEY_LOCAL_MACHINE\CurrentControlSet\Control\Session
Manager\Memory Management.

Details:

Memory Usage

You can do a number of things to increase system performance and productivity. One of the first things we
usually think of is simply to plug in more memory. While this will likely boost your system performance, there
are settings in Windows NT that can enable more efficient use of your system's memory.

Here are some of the most significant ones that I have found workable:

L2 Cache

If you have more than 256KB of L2 cache, Windows NT may not be using all of it. To correct this:

1. Run Regedt32.exe.

2. Under HKEY_LOCAL_MACHINE (on the local machine), select System\CurrentControlSet
\Control\SessionManager\MemoryManagement.

On the right side of the window you will find SecondLevelDataCache. This defaults to 0, which is the correct
value for 256KB of L2 cache. Double-click SecondLevelDataCache to bring up the D_WORD Editor. Click
the Decimal radio button, enter the amount of L2 cache you have, then click OK. Exit RegEdt32.

If you don't know how much L2 cache you have, you may be able to find out during boot-up. Each brand of
BIOS has its own display format, but look for "L2 Cache," "Secondary Cache," or something like that. The
value should be 256, 512, or 1024.

I/O Rate

If your system is fairly I/O intensive, you may benefit from raising the I/O Page Lock Limit, which can increase
the effective rate at which data is read from or written to the hard disk.

First, benchmark your common tasks. See how long it takes to load and save large files, how long it takes to
search a database or run a common program; just do your normal tasks, timing them to record how fast they
are. Then follow these steps: 

1. Run Regedt32.exe.

2. Under HKEY_LOCAL_MACHINE (on the local machine), select System\CurrentControlSet
\Control\SessionManager\MemoryManagement.

3. On the right half of the window, double-click IoPageLockLimit.

4. Click the Decimal radio button.

This value is the maximum bytes that can be locked for I/O operations. A value of 0 defaults to 512KB. Raise
this value by 512KB increments, exiting Regedt32 and benchmarking your system after each increment. When
an increase does not give you a significant performance boost, go back and undo the last increment. 

CAUTION: There is a limit to this. I recommend you do not set this value (in bytes) beyond the number of
megabytes of RAM times 128. That is, if you have 16MB RAM, do not set IoPageLockLimit over 2048
bytes; for 32MB RAM, do not exceed 4096 bytes, and so on.

That's the safe method. You may be adventurous or impatient and want quick results. If so, try this: 

1. Benchmark.

2. Calculate your maximum IoPageLockLimit value (megabytes of RAM times 128).

3. Set IoPageLockLimit to half this value.

4. Benchmark again.

If you get little or no improvement, work down by 512 byte decrements till you note a drop in performance,
then go back up 512 bytes. If you do see an improvement, continue with Step 5.

5. Raise IoPageLockLimit to 3/4 maximum.

6. Benchmark again.

If you get little or no improvement in the third benchmark, work down in 512 byte decrements. If you do get

improvement, work up from 3/4 maximum. If the first increase from 3/4 shows little improvement, work down
from 3/4.

Unless you don't do much I/O, this should give you a significant boost in performance.

Printer Memory

Windows NT may think your printer has more memory than it really has. If you get error messages or
printouts are sometimes incomplete, check this out. Also, if you add memory to your printer, you will probably
have to tell Windows NT about it.

Click Start and select Settings, then Printers. Double-click the icon for the printer. In the dialog box that
opens, click Printer, Properties, then the Device Settings tab. Select Installed Memory; if the value displayed
is different from the amount of memory in your printer, change it, then click OK and exit to the desktop.

If this does not fix your printing problems, check the other settings in Print Manager. If everything is OK there,
you may need an updated printer driver. These are usually available for free download from the manufacturer's
Web site. If all else fails, uninstall and re-install the printer driver.

What is Using Your Memory?

To find out how much memory each application is using, the first thing to do is click Start, then go to
Programs, Administrative Tools, and Windows NT Diagnostics. Click the Memory tab and look at Physical
Memory in the upper right hand section. This tells you how much memory you have and how much is
available. Also note the section below this, Kernel Memory; this is what Windows NT itself is using. Press
Ctrl+Alt+Tab and click the Task Manager button, then the Processes tab. This lists the existing processes. If it
does not have columns titled Mem Usage and VM Size (Virtual Memory), go to the menu bar and click View,
then Select Columns and check the boxes for Memory Usage and Virtual Memory Size. Now you can see
just how much memory each process is currently using. Add the VM Size value and you have the amount of

memory the process actually uses. If the Physical Memory is low (a few thousand or less), you definitely need
more RAM.

Incidentally, in the same Windows NT Diagnostics window, you will find Pagefile Space. If the Peak Use
value is anywhere near the Total Value, you should make a larger pagefile or create another pagefile on
another partition. A large single pagefile is generally faster than two small pagefiles.

16. RDISK reports The Emergency Repair Disk Is Full.

When you run RDISK.EXE or RDISK.EXE /S, the following files are updated in the
%SystemRoot%\Repair directory:

File Name
Registry Hive Name
AUTOEXEC.NT
CONFIG.NT
DEFAULT._ 
HKEY_USERS\.Default
NTUSER.DA_
(NT V4.0 only)
SAM._
Portions of HKEY_LOCAL_MACHINE\SAM
SECURITY._
HKEY_LOCAL_MACHINE\Security
SETUP.LOG
software._
HKEY_LOCAL_MACHINE\Software
system._
HKEY_LOCAL_MACHINE\System


If the total space for these files exceeds the size of the floppy, you receive the subject
message.

You can reduce the size of the SETUP.LOG file by removing file from the [Files.WinNt]
section that do not begin with %SystemRoot%\System32 or equivalent. Make a backup
first; i.e. SETUP.BAK. After the ERD is created, rename the \Repair\SETUP.BAK to
\Repair\SETUP.LOG.

If you are running RDISK.EXE /S, the SAM contains 1K of data for each user account and
2K of data for each machine account. The SECURITY hive is even larger. You may have

to forgo the /S option. You may even have to restore the origonal SAM and SECURITY
from an older ERD. If you do, you must have at least one of the following to recover:

- Regback/Regrest from the Resource Kit
- ConfigSafe NT from http://www.jsiinc.com/catalog.htm
- A backup
- An alternate install of NT and to be safe, a copy of the %SystemRoot%\Repair
directory

17. Crash control registry entries.

The CrashOnAuditFail value entry at
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa is a type
REG_DWORD that determines system behavior when the Security log (Event Viewer) is
full. The default is 0, the system does not halt. An entry of 1 causes the system to halt and
display c0000244 (STATUS_AUDIT_FAILED). The system then sets this entry to 2 so
only Administrators can log on until the Security log is cleared. 

Other crash control entries are located at
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\CrashControl:

AutoReboot is a REG_DWORD that controls if the system will automatically reboot upon
failure. A value of 0 (default for Workstation) does not cause reboot whereas a value of 1
(default for Server) does.

CrashDumpEnabled is a REG_DWORD that specifies whether a dump will be written
(value 1, default for Server) or not (value 0, default for Workstation).

DumpFile is a type REG_EXPAND_SZ that contains the path and file name of the dump
file. The default is %SystemRoot%\Memory.log.

LogEvent is a REG_DWORD that indicates if a System log entry is written when
abnormal termination occurs. The default for Workstation is 0 (no) while Server defaults to
1 (yes).

Overwrite is a REG_DWORD that controls whether a new dump file is created if one
already exists (value 0, default for Workstation) or if a new file should be created (value 1,
default for Server).

SendAlert is a REG_DWORD that specifies if the logged on user will receive an
administrative alert when the DumpFile is full and LogEvent is 1 and Overwrite is 0. The
default for Workstation is 0 (no) and for Server is 1 (yes). If the value is 1 and the

DumpFile is full, a user acknowledgement is required to proceed. 

18. High Rate of Collisions on 100-MB
Networks



The information in this article applies to:

Microsoft Windows NT Workstation versions 3.51, 4.0 
Microsoft Windows NT Server versions 3.51, 4.0



SYMPTOMS

You may notice slow network performance while copying files when you are using the
TCP/IP protocol with a 100-MB network adapter. You may experience this degraded
performance while using Windows Explorer in Windows NT 4.0 or the Copy command from
a command prompt in Windows NT 3.51. Performance is normal when using File Manager
in Windows NT 3.51. 

NOTE: Although the slow performance has been observed on several 100-MB network
cards, this problem is not specific to Windows NT. 


CAUSE

The slow network performance is due to a high rate of early collisions on the network. The
interframe gap, the amount of time a workstation waits before attempting to transmit on the
wire, is lower than the IEEE 802.3 specification of 9.6 microseconds. 


RESOLUTION


WARNING: Using Registry Editor incorrectly can cause serious problems that may require
you to reinstall your operating system. Microsoft cannot guarantee that problems resulting
from the incorrect use of Registry Editor can be solved. Use Registry Editor at your own
risk. 

For information about how to edit the registry, view the "Changing Keys And Values" Help
topic in Registry Editor (Regedit.exe) or the "Add and Delete Information in the Registry"
and "Edit Registry Data" Help topics in Regedt32.exe. Note that you should back up the
registry before you edit it. 

To resolve this issue, contact your network adapter manufacturer for information about increasing the
interframe gap. Intel EtherExpress 100B adapters have a registry parameter that controls the interframe
gap. To modify this parameter, use the following steps: 

1.Start Registry Editor (Regedt32.exe).

2.Go to the following subkey: 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\ 
Services\e100b"x"\Parameters 


where "x" is the number of your interface card.

3.Click Edit, click Add Value, and enter the following information: 

Value Name: Adaptive_ifs
Value Type: REG_DWORD
Data: 1 (enable adaptive algorithm) 


The adaptive algorithm to detect collisions and tune the interframe gap is enabled by default.
Setting it to 0 disables the adaptive algorithm. A value between 2 and 200 sets a predefined
interframe gap. Measure collisions with this parameter set to intervals of 20 decimals (starting
at 20), and choose a value that has a low collision rate and does not affect performance.


To work around this issue, you can tune the TcpWindowSize registry parameter so that the sender will
wait to receive an ACK from the receiver before sending more data, thereby avoiding the potential for
collision. 

The TcpWindowSize parameter normally does not exist in the registry, so it needs to be created using
the following steps: 

WARNING: Using Registry Editor incorrectly can cause serious problems that may require you to reinstall
your operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of
Registry Editor can be solved. Use Registry Editor at your own risk. 

For information about how to edit the registry, view the "Changing Keys And Values" Help topic in
Registry Editor (Regedit.exe) or the "Add and Delete Information in the Registry" and "Edit Registry
Data" Help topics in Regedt32.exe. Note that you should back up the registry before you edit it. 

1.Start Registry Editor (Regedt32.exe).

2.Go to the following subkey: 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\ 
Services\Tcpip\Parameters 



3.Click Add, click Value, and enter the following information: 

Value Name: TcpWindowSize
Value Type: REG_DWORD
Data: 2920 (decimal) - Number of bytes
Set it to Decimal 2920 for Ethernet (and two times the maximum TCP
data size on other networks. This setting should not have to be
modified for other networks, however, because Token Ring, FDDI, and
so on, do not have collisions as Ethernet does). 



NOTE: Modifying this parameter could significantly affect performance. In general, on a WAN
network or a regular 10-MB network, depending on the topology, there will be some latency
between the sender and the receiver. Therefore, the potential for collisions due to TCP/IP
ACKing behavior does not exist. Tuning TcpWindowSize in this case will only reduce
throughput. 

For additional information about TCP/IP, please see the following white paper available on
the Microsoft anonymous FTP server: 

File Name: Tcpipimp2.doc
Location : ftp://ftp.microsoft.com/bussys/winnt/winnt-docs/papers/
Title : "TCP/IP Implementation Details" 


MORE INFORMATION

A "collision" occurs when two stations transmit simultaneously on the wire. An "early
collision" is any collision that occurs before 512 bits of the frame have been put onto the
wire. Early collisions may occur regularly in a normally operating Ethernet network. There
is no hardware malfunction or misbehaving station. 

The IEEE 802.3 specification states that, before a station can attempt to transmit on the
wire, it must wait 9.6 microseconds (interframe gap). Several adapter manufacturers have
designed their cards with a smaller interframe gap to achieve higher data transfer rates,
which could lead to a high rate of collisions. 

This problem can be influenced by the behavior of the upper layer protocol. The TCP/IP
specification indicates that an ACK should be sent for every other frame received. That is,
when a TCP host receives two data frames, it should then transmit an ACK to the sender.
The potential for collisions to occur is high when a client that has received two packets
tries to send an ACK while the sender may be trying to send more data to the client. 

Analysis of Windows NT 3.51 File Manager File Copy

Under Windows NT 3.51, when you are copying files using File Manager, the redirector
performs only 4KB reads. The pattern of data transfer is shown below, as captured using
Network Monitor: 

18 CLIENT SERVER SMBC read & X, FID = 0x804, Read 0x10c5
19 SERVER CLIENT SMBR read & X, Read 0x10c5
20 SERVER CLIENT NBTSS: Session Message Cont., 1460 Bytes
21 SERVER CLIENT NBTSS: Session Message Cont., 1437 Bytes
22 CLIENT SERVER TCP.A...., len: 0, seq:585361-5851029 


At the TCP level: 

Frame 18: TCP: len:64, seq: 585297-585360, ack:734154,
>Client sends 64 bytes of data (SMB Command to read 4KB);

Frame 19: TCP: len: 1460, seq: 734154-735613, ack:585361,
>Server then sends back 1460 bytes of data (smb response + data), with a
piggybacked ACK indicating that it received all the data in frame 18.

Frame 20: TCP: len: 1460, seq: 735614-737073, ack: 585361,
Frame 21: TCP: len: 1437, seq: 737074-738510, ack: 585361,
>Server then sends two more data frames and completes the 4KB transfer.

Frame 22: TCP: len: 0, seq: 585361-585361, ack: 738511,
>Client sends an ACK for all the data that it received on these two frames. 


Because the server has completed the 4-KB data transfer, it has no more data to send.
Therefore, potential for collision to occur does not exist. 

Analysis of Windows NT 4.0 Windows Explorer File Copy

When the same file copy is initiated using a command prompt, or using Windows Explorer
in Windows NT 4.0, the pattern of data transfer is different. In this case, the redirector
issues a 60KB "bulk read" or "raw read" (Windows NT 3.51). The data transfer pattern is
shown below: 

10 CLIENT SERVER SMB C read & X, FID = 0x1004, Read 0xf000
11 SERVER CLIENT SMB R read & X, Read 0xf000
12 SERVER CLIENT NBT SS: Session Message Cont., 1460 Bytes
13 SERVER CLIENT NBT SS: Session Message Cont., 1460 Bytes
14 SERVER CLIENT NBT SS: Session Message Cont., 1460 Bytes
15 SERVER CLIENT NBT SS: Session Message Cont., 1460 Bytes
16 CLIENT SERVER TCP .A...., len: 0, seq:404791-404791, ack
17 CLIENT SERVER TCP .A...., len: 0, seq:404791-404791, ack
18 SERVER CLIENT NBT SS: Session Message Cont., 1460 Bytes

19 SERVER CLIENT NBT SS: Session Message Cont., 1460 Bytes
20 SERVER CLIENT NBT SS: Session Message Cont., 1460 Bytes 


At the TCP level: 

10 CLIENT SERVER TCP len:64, seq: 404727-404790, ack:6992081
>Client sends 64 bytes of data (SMB command to read 4KB);

11 SERVER CLIENT TCP len: 1460, seq: 6992081-6993540, ack: 404791
>Server sends the piggy back ACK, and the SMB response with some data;

12 SERVER CLIENT TCP len: 1460, seq: 6993541-6995000, ack: 404791
13 SERVER CLIENT TCP len: 1460, seq: 6995001-6996460, ack: 404791
>Server sends rest of the data to the client.

>**Collision likely at this point, because the client will try to send an
ACK.

14 SERVER CLIENT TCP len: 1460, seq: 6996461-6997920, ack: 404791
15 SERVER CLIENT TCP len: 1460, seq: 6997921-6999380, ack: 404791
>But server is able to get the wire and send more data.

16 CLIENT SERVER TCP len: 0, seq: 404791-404791, ack:6996461
>Client is able to get the wire and send the ACK for data on frames 12 and
13.

17 CLIENT SERVER TCP len: 0, seq: 404791-404791, ack:6999381
>Client is able to get the wire and send the ACK for data on frames 14 and
15.

18 SERVER CLIENT TCP len: 1460, seq: 6999381-7000840, ack: 404791
19 SERVER CLIENT TCP len: 1460, seq: 7000841-7002300, ack: 404791
>Server continues to send data.

>**Collision likely at this point, because the client will try to send an
ACK.

20 SERVER CLIENT TCP len: 1460, seq: 7002301-7003760, ack: 404791
>But server is able to get the wire and send more data. 


As mentioned earlier, when you use the TCP/IP protocol, TCP ACKing influences the
collision. However, the problem is not due to TCP/IP or the enhancement for Windows

Explorer to do 60KB bulk reads. The problem can be illustrated using FTP also. TCP/IP,
the redirector, and Windows Explorer have absolutely no control over interframe gap.
Interframe gap is at the physical layer, which is controlled by the chipset on the adapter. If
you experience a high rate of collisions, please contact your network card vendor. 

Additional query words: prodnt 

19.More on the 2048 open file limit per connection.

With Sp4, you can allow each terminal server client to maintain a separate virtual circuit.

Use regedt32 to navigate to:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Rdr\Parameters

Add Value name MultipleUsersOnConnection as a type REG_DWORD entry and set
the data value to 0. 

20. NT Server is limited to 2048 open files per connection.

Windows NT multiplexes all file requests to a single server over one virtual circuit. The
SMB (Server Message Block) reserves 11 bits for the file handle, resulting in a maximum of 2048 file
handles per connection.

This is not normally a problem, but Windows NT Terminal Server's use of the same SMB structure. When a Windows NT Terminal Server connects to a network share, it supplies the servers credentials, which allows multiple Workstations using the Terminal Server to share the virtual circuit, but still have their own security relected. If this network share is for a file-intensive application, the 2048 open file limit may be reached.

If 200 Windows NT Terminal Server users were simultaneously using the share, they would be limited to 10 open files per user. The only real solution is to add more Windows NT Terminal Servers. 

21. Event 5701 while starting the Netlogon service.

If you receive:

Netlogon Event ID 5701:

The Netlogon service failed to update the domain trust list. The following
error occurred: There are currently no logon servers to validate the logon
request.

you may have exhausted the NetBT datagram buffer.

Use regedt32 to navigate to:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetBT\Parameters

Add Value name MaxDgramBuffering as a type REG_DWORD and set the data value to
0x40000 (256K), using the Hex radix. The default for this Value Name is 0x20000 (128K)
and the range is 0 - 0xFFFFFFFF.

NOTE: This error can be caused by a failing NIC or defective device driver. 

22. Backdoor to RUN Command in Microsoft Office97 Applications

Synopsis:
Backdoor to RUN command poses a security issue in Microsoft Office97.

Details:

In all Office97 applications, there is a backdoor to the RUN command.

1. Launch one of the Office applications; for example, Word97.

2. Click Help, About Microsoft Word, and then System Info.

3. From the File pull-down menu, select Run. The Run Application window appears. Select an application
to run as well as provide a command line to execute applications.

NOTE: This applies to all the applications in the Office Suite.

To prevent this from occurring, you must deny users the ability to execute MSINFO32.EXE.
Use NTFS permissions to restrict access to this file.

23. Beware of the Trojan horse.

We have learned about implementing enhanced password functionality. This
technology can be exploited by allowing a Trojan horse version of a password filter to
expose passwords in plain text.

The threat:

Workstation: The default permissions allows anyone who is logged on locally or anyone
with write access to a share that includes the %Systemroot%\System32 directory to place a
Trojan horse version of fpnwclnt.dll in that folder. This Trojan horse will be able to
intercept all changes in the local Security Account Manager (SAM) database. If the
workstation is a member of a domain, changes to the domain password are not trapped by
the password filter.

Server: fpnwclnt.dll is installed by default. If a Trojan horse is substituted on the Primary Domain Controller (PDC), it will receive domain password changes in plain text. The
default permissions only allow Administrators to logon locally and only Administrators have
write access to the %SystemRoot%\System32 folder. Pasword filters on a BDC are not
used.

Both: Administrators can add their own DLL to the
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\LSA\Notification
Packages registry entry to capture passwords. 

The Fix:

1. Apply Service Pack 3.

2. Install Windows NT on an NTFS partition.

3. Using Regedt32, edit:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\LSA and with
Security / Permissions, allow only Administrators and System to have write access.

4. Double click on Notification Packages and insure that only valid password filter
packages are listed.

5. If you don't use FPNW (File and Print Services for Netware) and DSMN (Directory
Service Manager for Netware), remove the fpnwclnt entry from Notification Packages.

6.If you use FPNW or DSMN, make sure fpnwclnt.dll in the %SystemRoot%\System32
folder is the version that ships with Windows NT 4.0 Service Pack 3 (05/01/97, 35,088)
and that NTFS permissions only permits access by administrators and the system.

Note: If FPNW or DSMN is installed in your domain, but not on the PDC, the PDC
registry key is used. 

24. Logon Welcome/Legal Notice.

The Registry value entries that control the logon sequence for starting Windows NT are
found under the following Registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon

LegalNoticeCaption REG_SZ 
Default: (none)

Specifies a caption for a message to appear when the user presses CTRL+ALT+DEL
during logon. Add this value entry if you want to add a warning to be displayed when a user
attempts to log on to a Windows NT system. The user cannot proceed with logging on
without acknowledging this message. To specify text for the message, you must also
specify a value for LegalNoticeText.

Note: You can use the System Policy Editor to change this value. 

LegalNoticeText REG_SZ 
Default: (none)

Specifies the message to appear when the user presses CTRL+ALT+DEL during logon.
Add this value entry if you want to add a warning to be displayed when a user attempts to
log on to a Windows NT system. The user cannot proceed with logging on without
acknowledging this message. To control presentation, you may insert a lf/cr by copying the
contents of lfcr.npd to the clipboard and pasteing it as you type. To include a caption for
the logon notice, you must also specify a value forLegalNoticeCaption.

Note: You can use the System Policy Editor to change this value.

LogonPrompt REG_SZ
Default: "Enter a user name and password that is valid for this system."

The text entered appears in the Logon Information dialog box. This is designed for
additional legal warnings to the user before they log on. This value entry does not appear in
the Registry unless you add it.

Welcome REG_SZ 
Default: (Title only; no message)

The text entered appears in the caption bar beside the title of the Begin Logon, Logon
Information, Workstation Locked, and Unlock Workstation dialog boxes. This value entry
does not appear in the Registry unless you add it. 

25. How to Change Terminal Server's Listening Port

The information in this article applies to: 

Microsoft Windows NT Server 4.0, Terminal Server Edition, version 4.0 

SUMMARY

By default Terminal Server uses TCP port 3389 for Client connections. Microsoft does
not recommend that this value be changed. However, if it becomes necessary to change
this port, follow these instructions. 

MORE INFORMATION

WARNING: Using Registry Editor incorrectly can cause serious problems that may
require you to reinstall your operating system. Microsoft cannot guarantee that problems
resulting from the incorrect use of Registry Editor can be solved. Use Registry Editor at
your own risk. 

For information about how to edit the registry, view the "Changing Keys And Values"
Help topic in Registry Editor (Regedit.exe) or the "Add and Delete Information in the
Registry" and "Edit Registry Data" Help topics in Regedt32.exe. Note that you should
back up the registry before you edit it. If you are running Windows NT, you should also
update your Emergency Repair Disk (ERD). 

To change the default port for all new connections created on the Terminal Server: 

1. Run Regedt32 and go to this key: 

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Terminal

Server\Wds\Repwd\Tds\Tcp


NOTE: The above registry key is one path; it has been wrapped for readability. 

WARNING: Using Registry Editor incorrectly can cause serious problems that may
require you to reinstall your operating system. Microsoft cannot guarantee that problems
resulting from the incorrect use of Registry Editor can be solved. Use Registry Editor at
your own risk. 

For information about how to edit the registry, view the "Changing Keys And Values"
Help topic in Registry Editor (Regedit.exe) or the "Add and Delete Information in the
Registry" and "Edit Registry Data" Help topics in Regedt32.exe. Note that you should
back up the registry before you edit it. If you are running Windows NT, you should also
update your Emergency Repair Disk (ERD). 

2. Find the "PortNumber" subkey and notice the value of 00000D3D, 

hex for (3389). Modify the port number in Hex and save the new value.

To change the port for a specific connection on the Terminal Server:

Run Regedt32 and go to this key:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Terminal
Server\WinStations\<connection>


NOTE: The above registry key is one path; it has been wrapped for readability. 

3. Find the "PortNumber" subkey and notice the value of 00000D3D, 

hex for (3389). Modify the port number in Hex and save the new value.


Note: Because the use of alternate ports has not been fully implemented for Terminal
Server 4.0, support will be provided as "reasonable effort" only, and Microsoft may require
you to set the port back to 3389, if any problems occur. 

Keywords : 
Platform : winnt
Issue type : kbinfo

26. Non-autodeletion of client printers 


In order for printers to be completely and properly autodeleted from both the registry and Print Manager
users may need Full Control over the following registry key and subkeys..

HKEY_LOCAL_MACHINE/SYSTEM/CurrentControlSet/Control/Print

Users also need Change permissions to the following:

%systemroot%\system32\spool ;and subdirectories
%systemroot%\system32\printer.inf

Furthermore, if the Description for an autocreated printer is changed in the Description box under the printer's
Properties in Print Manager it will not be properly autodeleted. (it will show up in Print Manager at the next
logon).

27. Autocreate of client printers inconsistent 

In order for printers to be completely and properly autodeleted from both the registry and Print Manager
users may need Full Control over the following registry key and subkeys..

HKEY_LOCAL_MACHINE/SYSTEM/CurrentControlSet/Control/Print

Users also need Change permissions to the following:

%systemroot%\system32\spool ;and subdirectories
%systemroot%\system32\printer.inf

28. increasing connect timeout for WIN32 client 

If the connection does not happen within approximately 340 ms, you will probably timeout. 
It is easiest to connect to the ISP first. In order to prevent the ISDN line from being open all the time, you might consider
setting an idle timeout on the ISDN router & the Advanced Winstation Config on the Metaframe server. Additionally, you
can lower the value of the tcpkeepalive setting. The default is for 2 hours.
See:

Setting TCP Keep Alives So TCP/IP Users Go To Disconnected State

Synopsis:

Setting TCP Keep Alives So TCP/IP Users Go To Disconnected State

Details:

By default, TCP/IP WinStations take two hours to recognize that a user has disconnected abnormally. The Metaframe server
keeps the WinStation and its connected user in an "active" state for this two hour duration. If the same user reconnects
within the two hour time period, he/she will receive a new session because the previous session is not in a disconnected
state. The WinStation that is falsely in the "active" state will be unavailable for the two hour duration. This behavior is
controlled by the default Metaframe (Windows NT) TCP protocol settings, because TCP/IP WinStations do not use
"watchdog" packets like IPX, SPX, and NetBIOS WinStations.

The following Registry key contains the values that control this behavior:

\\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters

As documented in the Windows NT Resource Kit, the values most important to WinStation connections are:

KeepAliveInterval REG_DWORD 1 to 0xffffffff milliseconds
This parameter determines the interval separating keep alive retransmissions until a response is received. Once a response is
received, the delay until the next keep alive transmission is again controlled by the value of KeepAliveTime. The connection
is ended after the number of retransmissions specified by TcpMaxDataRetransmissions have gone unanswered.
Default: 1000 (1 second)

KeepAliveTime REG_DWORD 1 to 0xffffffff milliseconds
This parameter controls how often TCP attempts to verify that an idle connection is still intact by sending a keep alive
packet. If the remote system is still reachable and functioning, it acknowledges the keep alive transmission. Keep alive
packets are not sent by default. This feature may be enabled on a connection by an application.
Default 7200000 (two hours)

TcpMaxDataRetransmissions REG_DWORD 0 to 0xffffffff
This parameter controls the number of times TCP will retransmit an individual data segment (non- connect segment) before

ending the connection. The retransmission time-out is doubled with each successive retransmission on a connection. It is
reset when responses resume. The base time-out value is dynamically determined by the measured round-trip time on the
connection.
Default: 5

The KeepAliveTime determines how often a keep alive packet is sent to TCP/IP WinStations. The default is two hours,
which is too long. It is recommended that this value be set between 60000 and 300000 (1 to 5 minutes). Make sure that the
"decimal" radio button is selected prior to typing this number into the Data field in the Registry Editor.

Once a keep alive packet is sent, the TcpMaxDataRetransmissions sets how many more keep alive packets will be sent
before the connection is determined to be disconnected. The KeepAliveInterval sets the interval between these
retransmission packets. It is not necessary to change these values - only the KeepAliveTime.

In summary, if no response is received after the first keep alive packet (every two hours by default), Metaframe will send
another five keep alive packets with a one second interval between each packet. If no response is received, the user is
disconnected from the WinStation and the WinStation is reset to an idle state.

29. Autocreate Printers Don't Always Autocreate 

Please check the Event Viewer for CDM errors. This redirector could be corrupt.
Also, you have many hotfixes applied. Did this occur before applying a particular hotfix?

30. Don't display Last user in logon dialogue.

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon

DontDisplayLastUserName REG_SZ 
Range: 0 or 1

Default: 0 (false)

By default, Windows NT displays the name of the last person to log on in the Username
space of the Logon Information dialog box. If you add this value entry and set it to 1, the
Username space is always blank when the Logon Information dialog box appears. 


31. Scheduling a Windows NT backup.

NT has a built in scheduling service. To use it with network access, define a user account with
all the permissions and rights you want the schedule service to have. It must be a member of the
Administrators group and have the right to log on as a batch job and as a service (advanced
rights). It must have a non-blank, non-expiring password. 
In control panel/services, locate the scheduler service and change the startup to use this account.
Set it to logon automatically. Now stop and restart the service. 
In a DOS window (Command prompt), type AT /? 
This is the syntax for scheduling. Here is an example on how to schedule a backup.
1. Using any text editor, such as Notepad, create a command file (MYBACKUP.CMD) to
perform the commands to backup the requested files. (You must use full path names for every
file and program.)

The following example would back up all files on the C: drive, replacing any files currently on
the tape, label the backup set "My Backup Files", backup the local registry, and log all backup
information to C:\BACKUP.LOG: 

Drive:\WinNT\system32\ntbackup backup c: /D "My Backup Files" /B /L "c:\backup.log" 

NOTE: For additional information on available NTBACKUP options, search Windows NT Help
for NTBACKUP. 

2. Using the AT command, schedule the command file (MYBACKUP.CMD) to run when
desired. The following AT command will schedule MYBACKUP.CMD to execute at 11:00
P.M. every Monday, Wednesday, and Friday: 

AT 23:00 /interactive /every:M,W,F cmd.exe /c "Drive:\Directory\MYBACKUP.CMD" 

Check out OpalisRobot from my catalog page for a robust event based scheduler (Click the icon
in the Opalis table to learn about OpalisRobot and to download a free eval. Contact us for a

temporary key if you wish to conduct a full evaluation). 

32. Error: There is no print processors!

This error can occur due to:

. An improper registry entry at:


HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Print\Environments
\Windows NT x86\Print Processors\winprint

with a Value of Driver as type REG_SZ with string winprint.dll

. A corrupt or missing WINPRINT.DLL which is normally located at
%systemroot%\System32\spool\prtprocs\w32x86

You can expand WINPRINT.DL_ from the to CD by using the expand
command. Type expand /? for help.

33. Sneaky hidden drive mapping for everyone.

If your Schedule service runs under the SYSTEM account (mine does as I use
OpalisRobot for scheduling), and you have the resource kit, you can map drive
letters to hidden shares which will be available to every local user of the Windows
NT computer. The drive mapping is valid until deleted by the SYSTEM account
or until you reboot. Here is a way to establish the mapping at each boot:

. Establish the hidden shares that you wish to map and assign permissions as in
normal shares.
. Install AUTOEXNT
. Add Drive:\Reskit\soon.exe 30 Drive:\Directory\sneak.bat to
AUTOEXNT.BAT
. Create sneak.bat. Hear is a sample:
net use DriveLetter1: /delete /y
net use DriveLetter1: \\Server\Share1$
net use DriveLetter2: /delete /y
net use DriveLetter2: \\Server\Share2$
exit
. Add DependOnService entries as follows:


Service
DependOnService (each entry on a
seperate line)
Spooler
LanmanWorkstation, LanmanServer,
LmHosts
NetLogon
LanmanWorkstation, LanmanServer,
LmHosts, Spooler
Schedule
NetLogon
AutoExNT
Schedule

34. Sneaky hidden drive mapping for everyone.

If your Schedule service runs under the SYSTEM account (mine does as I use
OpalisRobot for scheduling), and you have the resource kit, you can map drive
letters to hidden shares which will be available to every local user of the Windows
NT computer. The drive mapping is valid until deleted by the SYSTEM account
or until you reboot. Here is a way to establish the mapping at each boot:

. Establish the hidden shares that you wish to map and assign permissions as in
normal shares.
. Install AUTOEXNT
. Add Drive:\Reskit\soon.exe 30 Drive:\Directory\sneak.bat to
AUTOEXNT.BAT
. Create sneak.bat. Hear is a sample:
net use DriveLetter1: /delete /y
net use DriveLetter1: \\Server\Share1$
net use DriveLetter2: /delete /y
net use DriveLetter2: \\Server\Share2$
exit
. Add DependOnService entries as follows:

Service
DependOnService (each entry on a
seperate line)
Spooler
LanmanWorkstation, LanmanServer,
LmHosts
NetLogon
LanmanWorkstation, LanmanServer,
LmHosts, Spooler
Schedule

NetLogon
AutoExNT
Schedule
34. Freeware Command Line / Batch Registry & Environment editor.

REG is a handy Registry and Environment Variable batch and command line tool
that supports operations on the following Registry Hives:

HKEY_LOCAL_MACHINE
HKEY_USERS
HKEY_CURRENT_USER

REG will:

. Add and Delete a Registry Key.
. Add, Delete and Change a Registry Value. It supports Value Types of:

REG_SZ
REG_DWORD
REG_MULTI_SZ
REG_EXPAND_SZ

. Add and Delete a directory in either the SYSTEM or USER PATH.
. Setting an Environment Variable in either the SYSTEM or USER environment.
. Setting Environment and PATH variables from a file.
. Setting multiple options from a file.
. Setting a Registry Value from the keyboard.

35. Manage your own Tips.

You can add, delete or change the Welcome Tips that are displayed when a user
logs on. The Tips are stored as sequentially named REG_SZ entries at

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Tips

The Value name starts with 0 and progresses sequentially with no gaps. You may
Add Value, change the text of a Value or delete the last or all Values and start
over.

The control for the Tips is user based and is located at

HKEY_USERS\*User
SID+\Software\Microsoft\Windows\CurrentVersion\Explorer\Tips as two (2)
REG_BINARY entries.

Show controls if the Tips are displayed. 01000000 enables the display while
00000000 disables it.

Next controls which tip is displayed next. 00000000 displays tip 0, 01000000
displays tip 1 and 0a000000 displays tip 10.

36. Freeware NT_HAIL - Send WinPopUp messages in Windows NT.

NT_HAIL is a GUI freeware replacement for NET SEND, very similar to
Messager.

NT_HAIL displays a Network Neighborhood selection list, allowing you to
graphically select the recepients of your message. 

37. CMD.exe supports command line cut and paste.

You can copy and paste text between MS-DOS and Windows NT. In the
command prompt window, right-click anywhere on the title bar to see a menu,
click Edit, and then click Mark. Select the text you want to copy and press
ENTER to copy the text to the Clipboard or just right click again. You can then
paste the text into your application.

Using the paste command, you can paste the Clipboard contents to the current
command line. If you paste multiple lines of commands, they will all be executed
in turn. Example:

dir c:\boot.ini
attrib -r -s -h c:\boot.ini
dir c:\boot.ini
attrib +r +s +h c:\boot.ini

38. Access denied while installing applications?

One overlooked reason for getting access denied and/or other problems when
installing software is the existence of a file that needs to be replaced but can't be
due to a read-only attribute. This most often occurs in the %SystemRoot%
directory and its' sub-directories. To display the files in your NT directory that
have the read-only attribute, type:

dir %systemroot%\*.* /ar /s

You can remove the read-only attribute from a file by using the attrib command.
To remove the read-only attribute from all files in the NT directory and
sub-directories, type:

attrib -r %systemroot%\*.* /s

Double Clicking on NameSpace will reveal the keys for these 3 desktop icons.
Clicking each one will show you the icon name in the right hand pane. To remove

an icon, select the key and delete it.

You may wish to use LAYOUT.DLL from the resource kit to save your desktop
icon positions.

39. Control the order of apps in your Startup folder.

There is no way to specifically control the startup order of applications in your
StartUp folder. If you need to control the startup sequence, use a batch file with
Start commands. Type Start /? at a command prompt for syntax.

Place a minimized shortcut to the batch file in your StartUp folder, removing the
application shortcuts that you are starting via the batch file.

40. Do It Yourself Shutdown. (From JSI)

With all the hacking that I do to for these tips, I shutdown and reboot often. To
speed up the shutdown, I have removed the Shutdown button from my Start
menu and created a batch file where I explicitly stop certain services
and invoke shutdown.exe from the NT 4.0 Server Resource Kit. Here is a
sample batch file:

@echo off
NET STOP NetLogon
NET STOP Spooler
NET STOP ......other slow services such as Exchange, SQL, etc...
C:\Reskit40\Shutdown \\ServerName /l /r /t### /y "Bye Y'all"
exit

You can find the service name by browsing the registry at
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services

I placed a shortcut to this batch file on my start menu (see tip 051).

Note: If stopping the service requires a y/n response, add /y, i.e. NET STOP
ServiceName /y

41. Ghosted connections.

If you want to Ghost/Un-Ghost persistent connections, edit:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\NetworkProvider

Value: RestoreConnection REG_DWORD
0 = ghost connection
1 = persistant (not ghosted)

42. Power Down when you Shut Down.

If you are tired of "it is now safe to turn off your computer" when you select Shut
Down, Edit:

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon

Double click on PowerDownAfterShutdown or add it as REG_SZ. Set it to 1. 

This only works if your HAL (Hardware Abstraction Layer) supports it.


43. If your serial mouse fails to detect at startup.

If you have a serial mouse on COM1 or COM2 that occasional fails to be
detected at startup, you can just fiddle with the connector, without the need to
reboot, by adding value entry OverrideHardwareBitstring as a type
REG_DWORD to:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Sermouse\Parameters

A data value of 1 indicates that the mouse is installed on COM1 and a data value
of 2 specifies COM2.

This entry causes the driver to load, even if the mouse is not detected. 

44. A picture is worth a thousand words.

Instead of piping a DIR to record a directory structure, try using Tree, which
graphically displays the directory structure.

tree [drive:][path] [/f] [/a] 

Parameter 
M e a n i n g 
drive: 
The drive: letter. 
path 
The directory. 
/f 
Displays the names of the files in each directory. 
/a 
Use text instead of graphic characters. 


To display the names of all the subdirectories on the disk in your current drive,
one screen at a time, type the following command:

tree \ | more

45. Can not use a roaming profile.

If the account that you logon as is also used to start a service on your computer,
the roaming profile can not be used to log you on.

46. Is your RAS connection using LMHOSTS slow?

If you are using LMHOSTS to resolve the IP address of your RAS server,
Windows NT must wait for the connection attempts over your local LAN to
timeout before the RAS connection is accepted. This could take 90 seconds.

Try lowering the value of TcpMaxConnectRetransmissions. If you set it too
low, you may experience connection problems over a slow link. Edit:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters

and set the type REG_DWORD value name of
TcpMaxConnectResponseRetransmissions to 1. The default for this value is 3
which results in the 90 second delay, while a value of 1 only causes an 18 second
delay. This entry determines how many times a response to a TCP connection
request is retransmitted. The initial delay between connection attempts is 3
seconds and is doubled after each attempt. The valid range is 0 - 0xFFFFFFFF. 

47. Why does it take Explorer longer than File Manager to view a file over
the network?


Explorer supports OLE (Object Linking and Embedding) and File Manager
does not.

Explorer must download the file header information and other details such as
associations and icon information to compose the view. File Manager simply
reads the file label to compose the view.

48. How do I install SBS if the disk controller is not auto detected?

If the disk contoller is not auto detected, SBS will blue screen with a STOP:
0x0000007b Inaccessible Boot device during the first reboot. To continue the
install, boot from the 3 setup diskettes and press F6 when you see Windows NT
is now detecting your hardware. When asked to specify devices to install and
you are prompted for the OEM drivers, choose skip. At the next reboot you will
receive another STOP: 0x0000007b Inaccessible Boot device. As the
conversion to NTFS has not yet occured, boot to a MS-DOS floopy and copy the
OEM driver to winnt.sbs\system32\drivers.

When you restart, setup will continue normally.

49. Running REGEDIT in batch.

When you want to run REGEDIT in batch, use the /S switch to avoid the need to
respond OK.

Remember that REGEDIT is the Windows 95 editor. It can be used in Windows
NT but only for data types REG_SZ and REG_DWORD.

50. Activate Screen Saver is no onle logs on.

Edit: HKEY_USERS \DEFAULT\CONTROL PANEL\DESKTOP

Double click ScrreenSaveActive and set it in to 1.
Double click SCRNSAVE.EXE and enter the full path to the screen saver you want to use such as SCRNSAVE.SCR or SSTARS.SCR.
Double click ScreenSaveTimeOut and enter the number of seconds of inactivity before activation.
You will need to reboot for this to become effective.

Never use anything other than the blank screen saver (scrnsave.scr) ona AServer@ as it will steal needed cycles!

51. Displaying Your Company Logo (or other bitmap) during logon.

Design an appropriate bitmap and place it in you NT directory as YourLogoName.BMP.
Use 8.3 naming convention.

Edit: HKEY_USERS \.DEFAULT\CONTROL PANEL\DESKTOP

Double click or Add Value REG_SZ of Wallpaper and set it to the full path to YourLogoName.BMP
Double click or Add Value REG_SZ of TileWallpaper. 0 is Don=t tile, 1 is tile.
Double click or Add Value REG_SZ of Wallpaperstyle. ) is normal, 2 is stretch to fil the screen (which is mutually exclusive with TileWallpaper=1).

52. Service Pack # reported after uninstall.

When you uninstall a Service Pack, Windows NT still reports that it is installed. Fix it by editing:

HKEY_LOCAL_MACHINE\Software\Microsoft\windows NT\Current Version

Double click on CSDVersion and change this type REG_SZ from Service Pack x to Service pack y
(or spaces if no Service Pack is currently installed).

53. Save space while dual booting.

If you are dual booting with W95, you can save space by allowing NT and W95 to share a common PAGEFILE.SYS on a FAT partition.

1. Configure the NT Pagefile in Control Panel / System / Performance / Virtual Memory.

Set it to the common FAT partition with Min/Max the same.

2. Configure W95 in Control Panel / System / Performance / Virtual Memory.
Select your own virtual memory setting using the same settings as NT.

3. After reboot in W95, edit SYSTEM.INI and edit and /or add the following in the [386Enh] section:
Paging file=X:\PAGEFILE.SYS
PagingDrive=X:
MinPagingFileSize=NNNNN
MaxPagingFileSize=NNNNN

Wherex: is the common drive and NNNNN is the size of PAGEFILE.SYS in kilobytes.

Reboot. If there is a Win386.SWP remaining on the drive, delete it.

54. Change that Awful green@ logon background color.

You can change the logon background color by altering the RGB values at:

HKEY_USERS\.DEFAULT\CONTROL\COLORS\BACKGROUND

If you set it to 0 0 0 you will have a black background, 255 255 255 is white, and 153 0 0 is this JSI burgundy text.


55. Activating a screensaver from an icon.

1. Edit HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows.
2. Select the programs value and then choose string form the Edit menu.
3. Add the Ascr@ extension to the string as follows: Programs: REG_SZ: exe com bat pif cmd scr.
4. Choose OK, close the registry editor, and log off.
5. Log back on and from explorer, highlight the screen saver you want and right click to define a shortcut.

Example:\WINNT\SYSTEM32\SSBEZIER.SCR /S

The /S switch forces the screen saver to start immediately. Remove the /S to display a setup screen. You can not use a screensaver that uses a password.

Never use anything other than the blank screen saver (scrnsave.scr) on a Aserver@ as it will steal needed cycles!

56. Server Service tuning

When tuning the Server Service in Control Panel / Network /Services / Server / Properties, you can choose among:

- Minimize Memory Used
- Balance
- Maximize Throughput for File Sharing
- Maximize Throughput for Network Applications

If you do not use the Server Service for file and print sharing, or only by a few clients, set it to Minimize Memory Used or Balance. If you have too little memory allocated, you may experience not enough server memory/storage to process this
request, server refused connection, or similar messages.

If you have Maximize Throughput for Network Applications enabled, the following applications will benefit:

- RAS Server
- Services for Macintosh
- DHCP Server

- WINS Server
- Internet Information Server
- DNS Server (Windows NT 4.0 only)
- Microsoft File and Print Services for NetWare (also has a memory size setting)
- Microsoft Directory Service Manager for NetWare
- Microsoft Site Server
- Other application servers, like SAP R/3 server and Oracle SQL server (uses Sockets) or Lotus Notes server (uses NETBIOS)

The following applications will also benefit if clients do not connect using Named Pipes:

- Microsoft SNA Server (IPX and TCP sockets available in versions 2.1x)
- Microsoft SQL Server
- Microsoft Systems Management Server
- Microsoft Exchange Server
- Microsoft Transaction Server
- Microsoft Message Que Server

The following will suffer if Maximize Throughput for Network Applications is enabled:

- Windows NT File and Print Services for Microsoft Network Clients
- Windows NT Primary Domain Controllers
- Windows NT Backup Domain Controllers in Resource Domains

Lastly, if you are experiencing excess (and seemingly unnecessary) Pagefile activity, you may want to experiment with editing
the registry at:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Memory Management

and setting LargeSystemCache (type REG_DWORD) to zero. An entry of zero favors the process working set and a non-zero
entry favors the system cache.

57. How do I convert to NTFS during an unattended install?

Make a backup copy of the I386\INITIAL.INF on your HardDrive. Edit I386\SYSTEM32\INITIAL.INF and locate the set Convert_Winnt=$($1) in the SetAcls section and change it to set Convert_Winnt=Yes.

58. Finding Keys, Values, and Data in the WinNT registry.

While the registry Editor does have search capabilties, it is rudimentary. A better solution is using REGEDT32.EXE ( the Win95 editor) for performing searches using the edit\find menu (do not make changes with the editor). Better yet, get a good shareware package such as Registry Search and Replace.

Once in a while, none of the search tools will find your Key/Value/Data! The best way to combat this is to highlight the Key (or Hive) you wish to search (in Regedt32) and from the registry menu select Save Subtree As...
Browse to the directory you want and save it as YourpreferedName.txt. Now you can search in any text editor or wordpad.

59. Run a Control Panel object without opening the Control Panel.

In Explorer, associate .CPL with %windir%\system32\control.exe
(View/Options/Type)
Then Highlight the .CPL and create a shortcut.

Example:
Description: Display
Command line: c:\winnt\system32\display.cpl
Working Directory: c:\winnt\system32

Click on the shortcut to run Display.CPL.

If you wish to add Control Panel to your start menu, create a new folder and name it
Control Panel.{21EC2020-3AEA-1069-A2DD-08002B30309D}

You will need to reboot to see Control Panel on your Start menu.

Another way to add Control Panel to your Start menu is to use TweakUI. From
the Desktop tab, right click on Control Panel and Create as file. Save it on the 
menu. You can do this for Printers also.

60. Changing the default WinNT install path.

If you want to change where NT expects to find the NT CD, edit:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Sourcepath
and
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Setup\Sourcepath

If your CD drive is D: and you are working with an Intel-based machine, the
value should be D:\I386 and D:\ respectively.

61. Build a NTFS or FAT boot floppy.

The KB has an article, Q119467, describing the process of building a boot floppy
for an NTFS partition. This is useful if you accidentally replace the boot disk
hardware driver or loose your boot manager, and no ERD is available.
The procedure in the article did not work in my environment but the enclosed
process did allow me to successfully boot. Try the method in Q119467 first.
The Process: (Some of these files are hidden/system/read_only so in explorer
options/view check "show all files" and uncheck "hide files...."

1. DISKCOPY the first Setup Disk.
2. Delete all files on this new Boot Floppy.
3. Copy NTDETECT.COM and BOOTSECT.DOS*** from your root to the
floppy.
4. Copy NTLDR from your root to the floppy, renaming it SETUPLDR.BIN
5. COPY NTBOOTDD.SYS from your root to the floppy.**
6. Create a BOOT.INI as follows (SPACING IS IMPORTANT) * or just copy
your C:\BOOT.INI

[boot loader]
timeout=10
default= scsi(0)disk(0)rdisk(0)partition(1)\WINNT
[operating systems]
scsi(0)disk(0)rdisk(0)partition(1)\WINNT="Windows NT Server Version 4.0" 
It is a good idea to have a second instance of NT installed on a different partion(
preferably a different disk). This will insure that you can always boot (if it is in
this boot.ini). You will also be able to boot to this alternate instance to "repair"
your primary instance. * WINNT is my NT directory - no drive letter allowed.
"Windows NT .." could be any character string such as "Glad I had this BOOT
FLOPPY!"
** This is a copy of your SCSI driver. If you don't have a SCSI NT disk, you
don't need this. If you have a SCSI NT disk and the SCSI BIOS is enabled, you
don't need this, but it is a good idea to protect against SCSI BIOS failure (which
will prevent booting).
*** Only if DOS is installed.

62. Scheduling a Windows NT backup.

NT has a built in scheduling service. To use it with network access, define a user
account with all the permissions and rights you want the schedule service to have.
It must be a member of the Administrators group and have the right to log on as a
batch job and as a service (advanced rights). It must have a non-blank,
non-expiring password. 
In control panel/services, locate the scheduler service and change the startup to
use this account. Set it to logon automatically. Now stop and restart the service. 
In a DOS window (Command prompt), type AT /? 
This is the syntax for scheduling. Here is an example on how to schedule a
backup.
1. Using any text editor, such as Notepad, create a command file
(MYBACKUP.CMD) to perform the commands to backup the requested files.
(You must use full path names for every file and program.)

The following example would back up all files on the C: drive, replacing any files
currently on the tape, label the backup set "My Backup Files", backup the local
registry, and log all backup information to C:\BACKUP.LOG: 

Drive:\WinNT\system32\ntbackup backup c: /D "My Backup Files" /B /L
"c:\backup.log" 

NOTE: For additional information on available NTBACKUP options, search
Windows NT Help for NTBACKUP. 

2. Using the AT command, schedule the command file (MYBACKUP.CMD) to
run when desired. The following AT command will schedule MYBACKUP.CMD
to execute at 11:00 P.M. every Monday, Wednesday, and Friday: 

AT 23:00 /interactive /every:M,W,F cmd.exe /c
"Drive:\Directory\MYBACKUP.CMD" 

63. Printer PopUp and Event Logging.

With NT 4.0, you can modify these entries on the "Print Server" by using
Start / Settings / Printers / File / Server Properties / Advanced.

To do this via the Registry:

To prevent PopUp messages from appearing upon print job completion:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Print\Providers
To prevent PopUp notification: add a value name of NetPopup, set
REG_DWORD to 0.
To prevent logging: Add VALUE: EventLog set Reg_DWORD to 0.
You will have to stop and restart the spooler from services in the Control Panel
but you may wish to reboot.

64. Changing the default spool directory.

You can change the default printer spool directory for all printers or the printer
spool directory for specific printers.
To change the default printer spool directory for all printers add the following
value
HKEY_LOCAL_MACHINE
\SYSTEM\CurrentControlSet\Control\Print\Printers
Value Name: DefaultSpoolDirectory 
Data Type: REG_SZ 
String: full path to printer spool directory 

To change the default printer spool directory for specific printers add the
following value 
HKEY_LOCAL_MACHINE
\SYSTEM\CurrentControlSet\Control\Print\Printers\
Value Name: SpoolDirectory 
Data Type: REG_SZ 
String: full path to printer spool directory 

You must make sure that the path specified actually exists. If it does not exist,
Windows NT uses the default spool directory.

65. Configuring a RAM Drive.

If you have more RAM than you (and NT) knows what to do with, and you
really want a RAM Drive , Download RAMDISK.ZIP

In most cases, NT would make better use of the RAM for its dynamic cache, but
if you are sure you need it, enjoy!

66. Parse/Don't Parse autoexec.bat.

Windows NT parses the AUTOEXEC.BAT file during startup by default, which
results in the appending of the path statement in the AUTOEXEC.BAT file to the
system path created by Windows NT. You can modify the system path and
evironment variable at Control Panel/System/EnvironmentTab.
You can configure parsing of the AUTOEXEC.BAT file at:

HKEY_CURRENT_USER\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\ParseAutoexec

1 = autoexec.bat is parsed
0 = autoexec.bat is not parsed

This has no effect on the parsing of AUTOEXEC.NT or CONFIG.NT by the
MS-DOS or 16-bit Windows environments (VDMs).

67. 3 Button Mouse.

Edit: HKEY_LOCAL_MACHINE
folder/SYSTEM/CurrentControlSet/Services

Double click on either BUSMOUSE, SERMOUSE, or i8042PRT (PS/2 style
mouse port).
Double click on the PARAMETERS sub-key.
On the right side of this window double-click on NumberOfButtons.
In the command line change the number '2' to '3' and click on OK.
Exit and restart NT for these changes take effect.
Download CLCKR12a.ZIP to configure the middle button (and more)
functionality.
(Works on NT4.0 and NT 3.5x - for Intel, Alpha and PPC)

78. Don't display Last user in logon dialogue.

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon

DontDisplayLastUserName REG_SZ 
Range: 0 or 1

Default: 0 (false)

By default, Windows NT displays the name of the last person to log on in the
Username space of the Logon Information dialog box. If you add this value entry
and set it to 1, the Username space is always blank when the Logon Information
dialog box appears.

69. NTFS - Disable 8.3 Name creation.

You can increase NTFS performance if you disable 8.3 name creation.
(Some 16bit programs may have trouble finding Long File Names. Don't set this
option if you wish to install Norton NT Utilities.)
Edit:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\FileSystem

Value:NtfsDisable8dot3NameCreation REG_DWORD 
Default: 0
Range: 0 or 1

Set it to 1 to disable 8.3 name creation. This won't take effect until the next boot.

70. Deleteing device drivers and services.

If you have a service or device driver that you want to remove:

In Control Panel /Services or /Devices, located the object and STOP it (if it is
started). If it won't STOP, configure StartUp as Disabled and reboot.

Edit: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services

Locate the object, highlight it, delete it.

71. Managing the Mapped Network Drive dropdown list.

If you want to remove some the connections in the list, edit:

HKEY_CURRENT_USER\Software\Microsoft\WindowsNT\CurrentVersion\Network\PersistentConnections

Highlight and delete unwanted entires. Then double click Order and remove the
letters that have been deleted. You may rearrange the letters to change the display
order.

72. Ghosted connections.

If you want to Ghost/Un-Ghost persistent connections, edit:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\NetworkProvider

Value: RestoreConnection REG_DWORD
0 = ghost connection
1 = persistant (not ghosted)

73. Adding applications to your Send To folder.

When you right click on a file in explorer, you can choose to Open with .. or
Send To. You can add applications to your Send To.

Create a Shortcut to your application (right click the ProgramName.exe) and copy
(or cut) the Shortcut to %windir%\Profiles\YourUserId\SendTo. 

Now, when you right click on that file with a non-standard extension, you can
Send To your application.

74. Is your Taskbar getting a little crowded?

If you can't read the icon text on your minimized icons because the Taskbar is too
crowded, move the cursor to the top edge of the Taskbar. When the cursor
changes to a double headed arrow, drag the top edge of the Taskbar so it
becomes double height (or triple height).

75. How to alter the time it takes Windows NT to shutdown.

Edit:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\WaitToKillServiceTimeout
(or add it as a REG_SZ)

This key tells the service control manager how long to wait for services to
complete the shut-down request. The default is 20000 milliseconds.

You must wait long enough for the services to complete an orderly shutdown. 

76. Finding that memory leak using Windows NT 4.0.

Much has been written about using Performance Monitor to detect and isolate
memory leaks. Two KB articles on the subject are Q130926 and Q150934.

While these standard protocols work, the hit and miss method of finding the
leaking process can be very time consuming. Here is an alternate method:

1. Start PMON.EXE from the Resource Kit.

2a. Monitor Paged and Non-Paged pool usage (last 2 items on the 2nd row).
If these are increasing over time, you have a memory leak.
2b. Monitior the commit counters on the 2nd row.
Increasing numbers over serval hours indicate a probable leak.
2c. Monitor the Commit Charge column.
The process with the leak will have an increasing value.

3. To make it easier to monitor, copy the output to the clipboard and paste it into
notepad.
Do this about once an hour over the duration of your testing.

77. Limit the number of users that can be simultaneously logged on to your
server.

If you need to limit the number of simultaneously logged on users, for
performance, political or any other reason, edit:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\LanmanServer\Paramaters

Double click on Users and set this REG_DWORD. You will need to reboot.

78. Do desktops load before the logon script finishes?

Edit or add value (REG_DWORD):

HKEY_CURRENT_USER\software\microsoft\windows
nt\currentversion\winlogon

value: RunLogonScriptSync

0 = Don't wait for the logon script to complete before loading the desktop.
1 = Wait for the logon script to complete before loading the desktop.

Also add this to:

HKEY_LOCAL_MACHINE\software\microsoft\windows
nt\currentversion\winlogon.

79. Increase network performance.

If you increase the number of buffers that the redirector reservers for network
performance, it may increase your network throughput. Each extra execution
thread that you configure will take 1k of additional nonpaged pool memory, but
only if your applications actually use them. To configure additional buffers and
threads, edit:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\LanmanWorkstation\Parameters

Modify or Add Value of type REG_DWORD for:

MaxCmds The range is 0 - 255 and the default is 15

MaxThreads Set it to the same value as MaxCmds

You may also want to increase the value of MaxCollectionCount. This
REG_DWORD is the buffer for character-mode named pipes writes. The
default is 16 and the range is 0 - 65535. Increase network performance.

If you increase the number of buffers that the redirector reservers for network
performance, it may increase your network throughput. Each extra execution
thread that you configure will take 1k of additional nonpaged pool memory, but
only if your applications actually use them. To configure additional buffers and
threads, edit:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\LanmanWorkstation\Parameters

Modify or Add Value of type REG_DWORD for:

MaxCmds The range is 0 - 255 and the default is 15

MaxThreads Set it to the same value as MaxCmds

You may also want to increase the value of MaxCollectionCount. This
REG_DWORD is the buffer for character-mode named pipes writes. The
default is 16 and the range is 0 - 65535.

80. Is License Manager screwed up?

If License Manager does not reflect the truth about your licenses, and you can't
amend it properly, start over.

First, using Control Panel / Services, scroll to the License Logging Service and
Stop it. Then delete %windir%\System32\Cpl.cfg,
%windir%\System32\Lls\Llsuser.lls, and
%windir%\System32\Lls\Llsmap.lls. Restart the License Logging Service.

You should now be able to use License Manager to reflect your purchased
licenses.

81. Set the system clock over the internet.

Settime.zip is a freeware app that will set your system clock from a U.S. Navy
time source on the Internet.

82. Alter when Windows NT displays the Password expiration warining.

By default, Windows NT display the password expiration warning 14 days prior
to password expiration. To alter this behavior, edit:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon

Add Value PasswordExpiryWarning as a REG_DWORD. Set it to the number
of days that the warning is displayed before the password expires.

83. Alter when you recieve a HD full warning.

By default, Windows NT posts an alert when the amount of free space remaining
on your disk falls below 10 percent. With a 9Gig HD, you still have 900Meg
available. To alter this behavior, edit:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services
\LanmanServer\Parameters

Add Value DiskSpaceThreshold with a type of REG_DWORD and set it to the
percentage of free disk space remaining before an alert is sent. The allowable
range is 0 - 99 percent. 

84. Internet Explorer security.

If you're using Internet Explorer (IE), disable NTLM authentication by editing:

HKEY_LOCAL_MACHINE\Software\Microsoft\Internet
Explorer\Security\NTLM and double click on SchemeList in the right hand
pane. Change this REG_SZ Value to: Thanks JSI. This will prevent IE from
browsing any site that uses NTLM authentication on the net.

85. How to adjust your IntelliMouse scroll.

Edit the registry at:

HKEY_CURRENT_USER\Control Panel\Desktop\WheelScrollLines

This type REG_SZ value has a range is 0 - 99 and the default is 3. This entry
determines the number of lines scrolled for each rotation of the mouse wheel on a
Microsoft IntelliMouse(tm) when no modifier keys (such as CTRL or SHIFT) are
pressed. If the value of this entry is 0, the screen will not scroll when the mouse
wheel is turned. If the value of this entry is greater than the number of lines
visible in the window, the screen will scroll up or down by one page. To direct
Windows NT to interpret all wheel rotations as page-up or page-down commands,
set the value of this entry to 99.

86. Error - "User doesn't have enough rights to do this".

If an application generates the subject message, it may to be using Null Sessions
to access the registry. This is disabled by default starting with SP3 (SP2 and the
Security hotfix). To enable Null Sessions access to the registry, edit:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

Double click on NullSessionPipes in the right hand pane and add winreg to the
string.

You must reboot for this change to take effect.

87. Does the \System32 directory open when you logon?

To correct this problem:

1. Edit:
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer.
If the right hand pane has an entry NoSaveSettings that is a 1, set it to zero until
the problem is resolved. This should be a REG_BINARY value.

2. Edit:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
For each Value, make sure that the string is valid, i.e., if the Value is
ActiveMovie File Extensions, the string of this REG_SZ entry should be
ActMovie.exe /Check and not null. The string must always start with an
executable file. If it doesn't, fix it or delete the Value.


88. Is your network plagued with Browser elections?

A browser election is a normal network occurance. An election provides a means
to guarantee there is never more than one master browser present in a
domain/workgroup. A master browser is elected in the following priority:

NT Server installed as PDC
NT Server
NT Workstation
other

A PDC (Primary Domain Controller) is automatically the Domain Master
Browser even if "IsDomainMaster=TRUE" is set in the Registry on another NT
Server in the domain.

If you are running workgroup servers (no domain controller) and want to force a
specific server to be the preferred master browser, set the following registry entry
on that server to TRUE:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Browser\Parameters\IsDomainMaster

To prevent an NT Workstation or Server (non-PDC) from acting as a browser,
set the following entry to No:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Browser\Parameters\MaintainServerList

To prevent a WFWG system from acting as a browser, create and/or set the
following statement in the [Network] section of System.ini of the WFWG client:

MaintainServerList=No. Other valid entries are Yes and Auto.

Windows 95 machines can only participate in a browser election if they are
configured for File and/or Print sharing. This is accomplished in Control Panel /
Networks. To set or check the browser settings, scroll the network
Configuration for File and printer sharing for Microsoft Networks. Highlight
this entry and click the Properties button. Select Browse Master and choose from
Disabled, Enabled, or Automatic.

89. How do I rename a Domain Controller?

The steps for renaming a Primary Domain Controller (PDC) vs a Backup Domain
Computer (BDC) are different.

To rename a PDC:

1. Control Panel / Network / Identification. Click the Change button and type the
new computer name. Reboot.
2. Server Manager / Add to Domain, add the new name as a BDC (it will actually
be added as a PDC).
3. Server Manager / Remove from Domain, remove the old name and any
duplicate new name entry as a BDC.

To rename a BDC:

1. Server Manager / Add to Domain, add the new name as a BDC.
2. Control Panel / Network / Identification. Click the Change button and type the
new computer name. Reboot.
3. On the PDC, Server Manager, select the new BDC and Sync with Primary.
Select old BDC and Remove from Domain.

90. Problems with 16bit apps in Windows NT?

Here are some reasons for having problems with 16bit applications:

1. The PATH variable is too long or has an entry pointing to the WINDOWS or
WINDOW/SYSTEM directories of a Windows 3.x or Windows 95 installation.
This would be in either Control Panel / System / Environment or the
AUTOEXEC.BAT.

2. The COMMAND.COM used by Windows NT is missing, damaged or replaced
by another version. Repair System files and re-apply your latest Service Pack.

3. The VER.DLL file in the %systemroot%\system or %systemroot%\system32
directories is corrupted or replaced by an invalid version.

4. SHARE.EXE (or VSHARE) is being loaded in an
%systemroot%\system32\AUTOEXEC.NT.

5. Insufficent environment space.

6. Check %systemroot%\system32\CONFIG.NT, here is mine:

dos=high, umb
device=%SystemRoot%\system32\himem.sys
files=75
shell=%systemroot%\system32\command.com /p /e:4096
ntcmdprompt

7. Corruption of the WOW sub-system files. Repair System files and re-apply
your latest Service Pack. 

8. Make sure the following files are from your latest SP or NT CD, whichever is
later:

Compobj.dll
Ddeml.dll
Ole2.dll
Ole2dist.dll
Storage.dll

91. No Disk in drive?

If you receive a message from NTVDM, when starting an application, or from a
service that there is no disk in drive A: or a CD-ROM drive letter, it may be that
the path statement contains a reference to this drive. Check Control Panel /
System / Environment and AUTOEXEC.BAT. This drive letter may also be
referenced in an application shortcut. Lastly, if the drive letter is at
HKEY_LOCAL_MACHINE\SYSTEM\SETUP\WinntPath, delete it and
reboot.

92. "Not enough server storage is available to process this command".

If you receive the subject or similar message, you may have a non-zero
PagedPoolSize entry in the registry. Edit:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session
Manager\Memory Management

Set PagedPoolSize to 0.

Reboot. 

Another possible cause of this error is if you installed SP3 before installing any
networking components. If this is the case, re-apply SP3 (and any hotfixes).


93. Printer "timing" hacks.

To modify printer timing behavior, edit:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Print

In the right hand pane, modify or add value from the following list of parameters:

FastPrintWaitTimeout type REG_DWORD Range: Milliseconds, Default:
24,000 (4 minutes)
When JobPrintsWhilstSpooling is enabled, the port thread must synchronize with
the spooling application. This value determines how long the port thread waits
before giving up, pausing the current print job, and moving to the next print job.

FastPrintThrottleTimeout type REG_DWORD Range: Milliseconds, Default:
2,000 (2 seconds)
When JobPrintsWhilstSpooling is enabled, some printers pause if they don't
receive data for a timeout period (usually 15 seconds for a Postscript printer). To
counteract this, the spooler throttles back on data sent to the printer when
FastPrintSlowDownThreshold is reached. At that point, FastPrintThrottleTimeout
causes 1 byte per defined period to be sent to the printer until the threshold
defined by FastPrintSlowDownTheshold is exceeded.

FastPrintSlowDownThreshold type REG_DWORD Range: Milliseconds,
Default: FastPrintWaitTimeout divided by FastPrintThrottleTimeout

NetPrinterDecayPeriod type REG_DWORD Range: Milliseconds, Default:
3,600,000 (1 hour)
Specifies how long to cache a network printer. The cache is used to present the
list of printers to the browser.

PortThreadPriority type REG_DWORD Default: 0
Allows you to set the priority of the port threads. These are the threads that send
the output to the printers. Valid values are:
0 (Normal)
1 (Above normal)
0xFFFFFFFF (Below normal)

SchedulerThreadPriority type REG_DWORD Default: 0
The priority of a thread determines the order in which it is scheduled to run on
the processor. Valid values are:
0 (Normal)
1 (Above normal)
0xFFFFFFFF (Below normal)

SpoolerPriority type REG_DWORD Default: 0
Sets the priority class for the print spooler. Valid values are:
0 (Normal)
1 (Above normal)
0xFFFFFFFF (Below normal)

94. Server based virus detection software can cause problems.

Microsoft has received a large number of reports with the following symptoms:

- Access denied, even when logged on as Administrator.
- Can't change properities or delete files when logged in as Administrator or
Owner.
- Client disconnected from the network or being unable to connect.
- Not enough server storage is available to process your command.
- Stop 0x00000050 when attemping to upgrade to NT 4.0.

All these events are random, they appear and disappear.
The one common thread throughout all of this is that the Server has virus
detection software running as a service or services.

If you plan to upgrade to NT 4.0, or install a service pack, or configure your
machine, disable the virus detection beforehand. I keep a shortcut to a stop and
start batch file handy on the start menu:

net stop ServiceName and net start ServiceName
exit

where ServiceName is found by browsing
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services. If there
is a space in the name, enclose it in quotes, i.e.; net stop "NAV Auto-Protect"

If you experience any of these inexplicable problems, turn off all (or un-install)
your virus detection. If the problem goes away, contact the product manufacturer.

Thankfully, even though I do a lot of configuration, Norton Anti-Virus 2.0 has not
caused me any of these problems.

95. How can I prevent users from accessing Control Panel / System?

Remove the Read permission from %SystemRoot%\System32\Sysdm.cpl for
the Group(s) / User(s) that you wish to restrict.

You can get at list of Control Panel Applets by typing:

dir %SystemRoot%\System32\*.cpl /b


96. What is error ####?

Occassionally, a Windows NT message will not contain any text, just a number.
When that happens, open a command prompt and type:

net helpmsg ####

Example:net helpmsg 1797yields The printer driver is unknown.

97. Flaky logon problems?

If you experience random Server service stop messages upon boot or randomly
experience logon problems, delaying the start of the NetLogon and Spooler
services may help (and can't hurt). To accomplish this, edit:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Spooler

Choose Add Value from the edit menu. Type DependOnService in the Value
Name and select type REG_MULTI_SZ. Add these three lines as Data

LanmanWorkstation
LanmanServer
LmHosts

Next, navigate to the NetLogon service
(HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetLogon)
and edit the DependOnService value. Add the Spooler service to the end of the
string. This entry should now look like:

LanmanWorkstation
LanmanServer
LmHosts
Spooler

Reboot your computer.

98. Take charge of your desktop.

If you wish to remove Internet Explorer, the In Box, and/or the Recycle Bin
from your desktop, you may use the following registry hack. 

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\NameSpace

Double Clicking on NameSpace will reveal the keys for these 3 desktop icons.
Clicking each one will show you the icon name in the right hand pane. To remove
an icon, select the key and delete it.

You may wish to use LAYOUT.DLL from the resource kit to save your desktop
icon positions.

99. Access denied while installing applications?

One overlooked reason for getting access denied and/or other problems when
installing software is the existence of a file that needs to be replaced but can't be
due to a read-only attribute. This most often occurs in the %SystemRoot%
directory and its' sub-directories. To display the files in your NT directory that
have the read-only attribute, type:

dir %systemroot%\*.* /ar /s

You can remove the read-only attribute from a file by using the attrib command.
To remove the read-only attribute from all files in the NT directory and
sub-directories, type:

attrib -r %systemroot%\*.* /s

100. Control the order of apps in your Startup folder.

There is no way to specifically control the startup order of applications in your
StartUp folder. If you need to control the startup sequence, use a batch file with
Start commands. Type Start /? at a command prompt for syntax.

Place a minimized shortcut to the batch file in your StartUp folder, removing the
application shortcuts that you are starting via the batch file.


101. Can't delete LPT1 and other reserved names?.

If you accidentally create a directory or file with an illegal or reserved name, you
can not delete it normally. To delete it, open a command prompt and type:

del \\.\Drive:\directory\filename

Example: del \\.\c:\someplace\lpt1

102. Error: There is no print processors!

This error can occur due to:

. An improper registry entry at:


HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Print\Environments
\Windows NT x86\Print Processors\winprint

with a Value of Driver as type REG_SZ with string winprint.dll

. A corrupt or missing WINPRINT.DLL which is normally located at
%systemroot%\System32\spool\prtprocs\w32x86

You can expand WINPRINT.DL_ from the to CD by using the expand
command. Type expand /? for help.

103. Freeware Command Line / Batch Registry & Environment editor.

REG is a handy Registry and Environment Variable batch and command line tool
that supports operations on the following Registry Hives:

HKEY_LOCAL_MACHINE
HKEY_USERS
HKEY_CURRENT_USER

REG will:

. Add and Delete a Registry Key.
. Add, Delete and Change a Registry Value. It supports Value Types of:

REG_SZ
REG_DWORD
REG_MULTI_SZ
REG_EXPAND_SZ

. Add and Delete a directory in either the SYSTEM or USER PATH.
. Setting an Environment Variable in either the SYSTEM or USER environment.
. Setting Environment and PATH variables from a file.
. Setting multiple options from a file.
. Setting a Registry Value from the keyboard.

104. Manage your own Tips.

You can add, delete or change the Welcome Tips that are displayed when a user
logs on. The Tips are stored as sequentially named REG_SZ entries at

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Tips

The Value name starts with 0 and progresses sequentially with no gaps. You may
Add Value, change the text of a Value or delete the last or all Values and start
over.

The control for the Tips is user based and is located at

HKEY_USERS\«User
SID»\Software\Microsoft\Windows\CurrentVersion\Explorer\Tips as two (2)
REG_BINARY entries.

Show controls if the Tips are displayed. 01000000 enables the display while
00000000 disables it.

Next controls which tip is displayed next. 00000000 displays tip 0, 01000000
displays tip 1 and 0a000000 displays tip 10.

105. Freeware NT_HAIL - Send WinPopUp messages in Windows NT.

NT_HAIL is a GUI freeware replacement for NET SEND, very similar to
Messager.

NT_HAIL displays a Network Neighborhood selection list, allowing you to
graphically select the recepients of your message. 

106. IBM_DISK is a freeware disk benchmark utility.

IBM_DISK from BEI, the producers of UltraBac, will test the raw read capability
of your disks.

Usage is BM_DISK «Drive#» where 0 is the 1st disk, 1 is the second disk, etc..

BEI reports that the fastest performance they have seen was from a Compaq raid
array which yielded 16Megabytes/second.

107. Want your own icon for Network Neighborhood, My Computer and the
Recycle Bin?

When a desktop icon's property sheet offer no option to change the icon display,
there may be a way to alter this in the registry.

If there is a DefaultIcon sub-key in the HKEY_CLASSES_ROOT\CLSID key,
you can alter the icon display. Here are just some of the possibilities:

HKEY_CLASSES_ROOT\CLSID\{208D2C60....\DefaultIcon Network
Neighborhood
HKEY_CLASSES_ROOT\CLSID\{20D04FE0....\DefaultIcon My Computer
HKEY_CLASSES_ROOT\CLSID\{645FF040....\DefaultIcon Recycle Bin 3
Value entires
HKEY_CLASSES_ROOT\CLSID\{00020D75....\DefaultIcon Inbox
HKEY_CLASSES_ROOT\CLSID\{85BBD920....\DefaultIcon Briefcase
HKEY_CLASSES_ROOT\CLSID\{FBF23B42....\DefaultIcon Internet
Explorer

Alter the icon path in the Value entry to reflect the full path to the .ico, .exe, or
.dll file. If you are using a .exe or .dll which contains multiple icons, you must
add a ,xx where xx is the icon number.

108. Have you messed up the permissions on SYSTEM files?

If you have modified the permissions on Windows NT folders and files and wish
to reset these, download fixacl1.exe from Microsoft.

109. Do your shortcuts attempt to resolve to another computer?

If some of your shortcuts resolve (or attempt to resolve) to a UNC path or a drive letter on a different computer, you can fix the shortcut by disabling link tracking for all shortcuts
by editing:

HKEY_Current_User\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer

Add the LinkResolveIgnoreLinkInfo value as type REG_DWORD and set it to
1. 

110. Command line cut & paste.

CMD.exe supports command line cut and paste.

You can copy and paste text between MS-DOS and Windows NT. In the
command prompt window, right-click anywhere on the title bar to see a menu,
click Edit, and then click Mark. Select the text you want to copy and press
ENTER to copy the text to the Clipboard or just right click again. You can then
paste the text into your application.

Using the paste command, you can paste the Clipboard contents to the current
command line. If you paste multiple lines of commands, they will all be executed
in turn. Example:

dir c:\boot.ini
attrib -r -s -h c:\boot.ini
dir c:\boot.ini
attrib +r +s +h c:\boot.ini

Copy the above to the clipboard, open a cmd prompt, right click the title bar, click
Edit, click Paste. See how each command was executed:

111. Compacting your WINS and/or DHCP database.

When using JETPACK to compact a database, never have a TEMP.MDB in the
directory of the .MDB you are compacting, as JETPACK use TEMP.MDB as
working storage and will delete it.

To compact a WINS database, run a batch file which contains:

cd %SystemRoot%\System32\WINS
net stop WINS
JETPACK WINS.MDB WRK.MDB
net start WINS
exit 

To compact a DHCP database, run a batch file which contains:

cd %SystemRoot%\System32\DHCP
net stop DHCPSERVER
JETPACK DHCP.MDB WRK.MDB
net start DHCPSERVER
exit

During the process, JETPACK compacts your database to WRK.MDB, deletes
your .MDB, and then renames WRK.MDB.

112. How do I convert to NTFS during an unattended install?

Make a backup copy of the I386\SYSTEM32\INITIAL.INF on your HardDrive.
Edit I386\SYSTEM32\INITIAL.INF and locate the set Convert_Winnt = $($1)
in the SetAcls section and change it to set Convert_Winnt = YES.

113. Allow your WinNT and W95 clients to install applications from a server
share.

The April 1997 issue of Windows NT Magazine had an article on Installing
Applications Across Your Network. Here is a simple translation that actually
does work:

1. Create a folder and a share on your server called Installs.
2. Copy the install media to \\ServerName\Installs\AppName\
3. Create a share called NetInf at %windir%\inf
4. Edit %windir%\inf\apps.inf and add a new section to the botton:
[AppInstallList]
5. Add a statement to the [AppInstallList] section for each app:
AppLabel=\\Server\Installs\AppName\InstallProgram.Extension
Example: Config95=\\Server\Installs\Config95\install.exe
Opalis=\\Server\Installs\Opalis\setup.exe
6.On each client machine, edit the registry at:
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion
and Add Value AppInstallPath of type REG_SZ. Set it to
\\Server\Netinf\apps.inf.
7. At a client workstation, go to Control Panel / add\remove programs /
network install tab and select the application you wish to install.

114. Do you have font clutter?

When reviwing installed fonts, you can reduce the number of displayed fonts by
selecting control panel / fonts / view / hide variations. Many fonts have
multiple font files for the same font face such as bold, italic, and bold italic.
View / hide variations displays one line for each of these font families.

115. Manage processor affinity.

If you have a multi-processor system, it is possible to select which CPU(s) an
application uses.

Open Task Manager and select your application on the Processes tab. Right click
the program name and choose Set Affinity. Uncheck the processors which
should not run this application.

If you try to select a service, Set Affinity will be ignored.

There is currently no way to start an application with a defined affinity.

116. No configuration information for PC-CARD.

If you have a new PC-CARD that won't install due to the subject message, even
though you have an NT driver, it is because this card is not in the PCMCIA
database. To amend the database, you will need the product name,
manufacturer name, and driver name (xxxxxxxx.sys).
Run <CD-ROM>\SUPPORT\DEBUG\I386\PCMCMD > PCCARD.TXT. The
piped output contains the product name and manufacturer name. Edit:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\PCMCIA\database
and select database

Add Key from the Edit menu and enter the manufacturer name. Select this key
and Add Key again, entering the product name. Select this key and Add Value
name Driver as type REG_SZ. Enter the driver name without the extension.
Reboot.

117. How do I install with an unsupported PC-CARD?

You actually have to edit the registry of this not yet installed machine. What????
. Boot any NT machine and copy the \i386 directory from the Windows NT CD
to your hard drive or to the network distribution share.
. Expand \i386\System._ System
. Run <CD-ROM>\SUPPORT\DEBUG\I386\PCMCMD > PCCARD.TXT
. Load the expanded System as oldsystem
. Edit
HKEY_LOCAL_MACHINE\oldsystem\ControlSet001\Services\PCMCIA\database
. Highlight database and Add Key from the Edit menu and enter the
manufacturer name.
. Select the manufacturer name key and Add Key again, entering the product
name.
. Select the product name key and Add Value name Driver as type REG_SZ..
Enter the driver name without the extension.
. Highlight the oldsystem key and Unload Hive from the Registry menu.
. Rename the System file to System._ on your hard drive.
. Install from the hard drive.

118. How do I set the IRQ of my PC-CARD?

Windows NT has no GUI for setting up a PC-CARD's IRQ. You must edit the
registry and enter an IRQ mask. Edit:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Pcmcia

Add Value name InterruptMask of type REG_DWORD and set the RADIX to
Binary. Enter the 16 digit mask.

The InterruptMask is composed of a series of binary switches, 0 means the IRQ
is available and 1 means the IRQ is unavailable. Here is an example for allowing
IRQs 10, 9, and 3:

15
14
13
12
11
10
9
8
7
6
5
4
3
2
1
0
1
1
1
1
1
0
0
1
1
1
1
1
0
1
1
1



When you click Ok, the mask would appear as f9f7 in the right hand pane. Exit
regedt32 and reboot.


119. Service Pack # reported after uninstall.

When you uninstall a Service Pack, Windows NT still reports that it is installed.
Fix it by editing:

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion

Double click on CSDVersion and change this type REG_SZ from Service Pack
x to Service Pack y
(or spaces if no Service Pack is currently installed).

120. Save space while dual booting.

If you are dual booting with W95, you can save space by allowing NT and W95
to share a common PAGEFILE.SYS on a FAT partition.

1. Configure the NT Pagefile in Control Panel / System / Performance / Virtual
Memory.
Set it to the common FAT partition with Min/Max the same.

2. Configure W95 in Control Panel / System / Performance / Virtual Memory.
Select your own virtual memory setting using the same settings as NT.

3. After reboot in W95, edit SYSTEM.INI and edit and/or add the following in
the [386Enh] section:
PagingFile=X:\PAGEFILE.SYS
PagingDrive=X:
MinPagingFileSize=NNNNN
MaxPagingFileSize=NNNNN

where X: is the common drive and NNNNN is the size of PAGEFILE.SYS in
kilobytes.

Reboot. If there is a Win386.SWP remaining on the W95 drive, delete it.

121. How many bytes is %SystemRoot% consuming?.

To determine the size of any object, select it in Explorer, right click, and choose
Properites. Mine reports:

You can select multiple objects by holding the Ctrl and/or Shift. When you right
click and choose Properites, Explorer calculates the total. 

122. Do your DOS programs run slowly?

When you right click a DOS program (or .PIF) in Explorer and choose
Properties, you get the NT 4.0 version of the PIF editor.

- If the application runs in a window and the video performance is slow, try
full-screen mode on the Screen tab.

- Disabling the Compatible Timer Hardware feature in the _DEFAULT.PIF or the
applications PIF on the Program tab / Windows NT button should only be used
if it is required to make the application run.

- If the application runs Windowed and pauses periodically, try disabling Idle
Detection on the Misc tab.

- If the DOS application can be configured for printing, choose LPTx. Most DOS
apps use Int17 when configured to print to LPTx and print directly to the port.

123. Explorer maps network drives by itself.

This automapping only occurs if one of the following is true:

. You search using the open or advanced find function of an Office 97 application
and the search discovers a shortcut that contains a drive letter mapped to a
network drive.

. FindFast is installed in your startup group and it indexs a drive which contains a
sortcut that uses a drive letter mapped to a network drive.

These behaviors should not occur if you have SP3 installed.

To avoid the problem:

. Don't search folders that contain shortcuts with mapped drive letters.
. Change your shortcuts to use UNC names (\\Server\Share).
. Disable FindFast (a good idea in any case as this application sometimes leaks
memory
and only benefits those you have many thousands of documents that require
indexing.

124. Lost MPS support after applying a Service Pack?

If you installed Multiprocessor support after installing Windows NT, using
Uptomp from the Resource Kit, the Compaq SSD, or similar means to upgrade to
MPS, the %SystemRoot%\Repair\Setup.log did not get updated. When you
applied the Service Pack, it copied the Uniprocessor Hal.dll that was originally
installed when you first setup Windows NT.

To correct the problem for Windows NT 4.0, modify the
%SystemRoot%\Repair\Setup.log file and re-apply the Service Pack:

1) attrib -r -h %SystemRoot%\Repair\Setup.log

2) Make a backup copy of the %SystemRoot%\Repair\Setup.log.

3) Edit Setup.log, search for these five lines, changing the string after the = sign:

\<%SystemRoot%>\System32\Ntoskrnl.exe = "NTKRNLMP.EXE","d89e8"
\<%SystemRoot%>\System32\Kernel32.dll = "KERNEL32.DLL","5b7f8" 
\<%SystemRoot%>\System32\Winsrv.dll ="WINSRV.DLL","37b4e"
\<%SystemRoot%>\System32\Ntdll.dll = "NTDLL.DLL","59c19"
\<%SystemRoot%>\System32\win32k.sys = "WIN32K.SYS","132603"

4) Select ONE of the following HAL's and modify the line:
\<%SystemRoot%>\System32\hal.dll = "HALSP.DLL","0f337"
\<%SystemRoot%>\System32\hal.dll = "HALMPS.DLL","1a01c"
HALSP.DLL is or Compaq Systempro,Systempro/XL, ProLiant 2000,
4000, and 4500 systems only
HALMPS.DLL = Multiprocessor HAL for APIC support and for the
Compaq ProLiant 1500 and 5000

5) Save the modified Setup.log to the %SystemRoot%\Repair directory and attrib
+r +h %SystemRoot%\Repair\Setup.log

6) Re-apply the service pack. 

125. How can I preserve my DHCP server settings if I have to uninstall and
reinstall DHCP?

Make a copy of %SystemRoot%\System32\Dhcp\Backup\Dhcpcfg and save it
in your favorite safe spot.

Uninstall and reinstall DHCP. Before restarting DHCP, reapply your current
Service Pack.

Restart the DHCP service to allow the installation to finish. Then use Control
Panel / Services to stop the DHCP service. Edit:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\DHCP
Server\Configuration

Highlight the Configuration key and click restore from the Registry menu.
Type the path of the saved Dhcpcfg file.

Restart the DHCP service. Verify your settings using the DHCP Manager.

163. How do I install DOS after WinNT?

DOS must be installed on the boot partition (C:) which must be formated as the
FAT file system. Before doing anything, generate a new ERD (Emergency Repair
Disk) by running rdisk.exe /s. You will also need your setup floppies. If you lost
them, run Winnt32 /ox from the CD-ROM.

After installing DOS, the Windows NT boot loader will be disabled. To enable the
boot loader, boot from the NT setup floppies and choose Repair (only repair the
boot records). After the repair, boot Windows NT. From a command prompt,
type

attrib -r -s -h c:\boot.ini

Edit c:\boot.ini and add c:\="DOS" (or whatever text you want) to the end of the
operating system section. Then type

attrib +r +s +h c:\boot.ini

On you next boot, you will see both the NT and DOS options on the boot menu.

If you want to install Windows 95 also, boot to DOS and install Windows 95.
Windows 95 is NT-aware and will not destroy the boot loader if installed from a
dual boot DOS session.

164. How can I import a DUN (Rasphone) phonebook?

Before we begin:

- Importing a phone book completely replaces your existing phone book, it
does not merge them.
- You can not import from different NT versions (4.0 vs 3.51).

To import an NT 4.0 phonebook, rename phonebook.pbk on the target
machine at %SystemRoot%\System32\Ras.

Copy %SystemRoot%\System32\Ras\phonebook.pbk from the source
computer to the target computer.

If you have NT 3.51, the file name is rasphone.pbk. Rasphone.pbk may also
be the name if you upgraded from NT 3.51.

165. How can I determine what registry changes a new application installed?

Prior to installing your new application (or system option), open the registry using
Regedt32.exe. For each Root Key that you want to compare, select it and from
the Registry / Save Subtree As menu, Save as type Text Files, naming it
something like HKLM.old. I would always choose the
HKEY_LOCAL_MACHINE, HKEY_CURRENT_USER, and
HKEY_CLASSES Keys.

After the install, repeat the above steps but use a .new extention. Run Windiff
from the 

to compare .old with .new.

I personally use 

to do this (and restore the registry if the install causes problems).


168. Disable Network Redirector File Caching.

If you receive System process-lost delayed write data or redirector has timed
out, you may want to try disabling Network Redirector File Caching, even though
this will slow up network I/O. Edit:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Rdr\Parameters

and edit or Add Value name of UseWriteBehind with type REG_DWORD.

0 - Write back caching is not enabled.
1 - Write back caching is enabled, only if UtilizeNTCaching is set to 1.

Edit:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Lanmanworkstation\parameters

and edit or Add Value name of UtilizeNTCaching with type REG_DWORD.

0 - Data is written directly to the redirector, bypassing the cache.
1 - Lazy write (default) - Data is written to the cache and subsequently flushed to
the Redirector.

Setting this value to 0 will insure that the file data is written to the server
immediately.

Consider setting UseWriteBehind to a 1 and UtilizeNTCaching to a 1 first. If
this doesn't solve your problem, edit or Add Value name of
UseAsyncWriteBehind of type REG_DWORD and setting it to 0 to disable the
asynchronous variant of write-behind caching. The default, 1, is to use
asynchronous write-behind caching. UseAsyncWriteBehind only works when
UseWriteBehind and UtilizeNTCaching are set to 1.

Lastly, if you still have a problem, set UtilizeNTCaching to a 0.

You will need to reboot.

NOTE: Write-behind (write-back) caching is an optimizing technique that does
not wait for the lazy writer feature of the Cache Manager to flush it to the
Redirector. Write-behind caching makes data available to the Redirector sooner,
although it increases disk I/O slightly.

169. What is happening with those . . .dots. . . on the blue screen during boot?

After receiveing:

Microsoft (R) Windows NT (TM) Version 4.0 (Build 1381)
2 System Processor (128 MB Memory)

the dots indicate progress as the Kernel:

· Initializes the low-level device drivers that were loaded in the previous phase.
· Loads and initializes other device drivers. 
· Runs programs, such as Chkdsk, that need to be run before any services are
loaded.
· Loads and initializes services.
· Creates the page file.
· Starts subsystems that are needed to run Windows NT.

170. What is the relationship between the Recycle Bin and the Recycler folder?

When you delete a file in Explorer (or My Computer), the file is stored in the
Recycle Bin until you restore the file or empty the bin. Files are also removed
when a newer version is deleted or when the Recycle Bin size exceeds the limit
you configured in Recycle Bin properties.

On NTFS partitions, the Recycler folder contains a Recycle Bin for each user
who has logged on.

171. If your communication device is not supported by Unimodem but it is/was
supported by Modem.inf.

RAS for Windows NT 4.0 supports Unimodem modems. If your
communications device is not supported by Unimodem, it may be supported by
Modem.inf (%systemroot%\System32\RAS\). To configure RAS to use
Modem.inf, edit:

HKEY_LOCAL_MACHINE\Software\Microsoft\RAS\Protocols

Add Value name EnableUnimodem as type REG_DWORD and set it to 0.

In Control Panel / Networks / Services / Remote Access Service, click
Properties. Remove all ports that are defined in the RAS Setup dialog. Now,
click Add and add them back.

RAS will now use Modem.inf.

173. Do not broadcast printers available on a server.

If you want to disable the browse thread on your print server so it will not notify
other print servers of the exisistance of your printers, edit:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Print

Add Value of type REG_DWORD with a value name of DisableServerThread
and set the data value to 1.

177. Do your client's print jobs remain in the que after printing?

If your client's print jobs don't get deleted after printing, you may have removed
the CREATOR OWNER entry from the printer permissions.

Click Start / Settings / Printers and right click on the printer. Select Properties.
On the Security tab, click Permissions. If CREATOR OWNER is not listed
with Manage Documents, add it.

You will need to reboot your print server.

Note: While you're here, insure that Administrators have Full Control.

179. Free tools available in ZAK.

The Zero Administration Kit contains some useful free tools:

Floplock - This tool is used to prevent use of the floppy disk drive (even after
rebooting) using DACL (Discretionary Access Control Lists). If this service is
configured to start up automatically, only administrators and power users can
access the floppy disk drive in Windows NT Workstation, and only administrators
can access the floppy disk drive in Windows NT Server.

Con2Prt - This tool provides scriptable functionality to the Add Printer Wizard
so that printers can be added or removed from the command line using a script.

FixPrf - Windows Messaging does not automatically use the currently logged
on user name when it is started. The FixPrf tool forces the Windows Messaging
client to load with the user name of the user logging in. 

Additional information is available in the Zero Administration Kit Administrators
Guide.

180. How can I force a DOS application to Print-Screen directly to a printer?.

When you press the Print Scrn key in Windows NT 4.0, the full screen image is
written to the clipboard. When you press <ALT>Print Scrn, the active window is
written to the clipboard.

You can configure your DOS apps to print directly to a printer:

- Right click on the exe and create a shortcut.

- Right click on the shortcut and select Properties. Select the Misc tab and clear
the PrtSc check box.

- Click OK

- Place the shortcut in your start menu.

When you click this shortcut, your DOS application will capture the Print Scrn
key and print directly to your printer.

181. Service or driver failed to start and Event Viewer has taken a vacation.

If you receive a message that a service or driver has failed to start, you are instructed to check the Event Viewer for details.

If Event Viewer has gone on vacation (all your All Users folders are gone) and/or no Network icon
displays in Control Panel, you may have a missing or corrupted Ole32.dll in the
%SystemRoot%\System32 folder.

Install a copy from the CD-ROM, your Latest Service Pack or Hotfix. Reboot your system. 

182. Can I disable the Microsoft welcome splash screen that new users receive when logging onto Windows NT?

The easiest way to do this is to rename %SystemRoot%\welcome.exe. 

184. Crash control registry entries.

The CrashOnAuditFail value entry at
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa is a type REG_DWORD that
determines system behavior when the Security log (Event Viewer) is full. The default is 0, the system does not halt. An entry of 1 causes the system to halt and display c0000244
(STATUS_AUDIT_FAILED). The system then sets this entry to 2 so only Administrators can log on until the Security log is cleared. 

Other crash control entries are located at
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\CrashControl:

AutoReboot is a REG_DWORD that controls if the system will automatically reboot upon failure. A value of 0 (default for Workstation) does not cause reboot whereas a value of 1 (default for Server) does.

CrashDumpEnabled is a REG_DWORD that specifies whether a dump will be written (value 1, default for Server) or not (value 0, default for Workstation).

DumpFile is a type REG_EXPAND_SZ that contains the path and file name of the dump file. The default is %SystemRoot%\Memory.log.

LogEvent is a REG_DWORD that indicates if a System log entry is written when abnormal termination
occurs. The default for Workstation is 0 (no) while Server defaults to 1 (yes).

Overwrite is a REG_DWORD that controls whether a new dump file is created if one already exists (value 0, default for Workstation) or if a new file should be created (value 1, default for Server).

SendAlert is a REG_DWORD that specifies if the logged on user will receive an administrative alert when the DumpFile is full and LogEvent is 1 and Overwrite is 0. The default for Workstation is 0 (no) and for Server is 1 (yes). If the value is 1 and the DumpFile is full, a user acknowledgement is required to proceed. 

185. How do I change the system font?

The system font is stored in the FONTS.FON value entry at:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\GRE_Initialize

When entering a new system font, you must enter it with the .FON extension. 

186. Registry hives in the registry.

Permanent keys (those not created at boot) are identified in the hivelist subkey at:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\hivelist

The one exceptions is HKEY_CURRENT_USER which is located at
%SystemRoot%\Profiles\UserName

The value entries identify the registry hives. All are type REG_SZ

Value Name Default
\REGISTRY\MACHINE\HARDWARE None
\REGISTRY\MACHINE\SAM \Device\Harddisk 0\Partition1
\WINNT\SystemConfig\SAM
\REGISTRY\MACHINE\SECURITY \Device\Harddisk 0\Partition1
\WINNT\System32\Config\SECURITY 
\REGISTRY\MACHINE\SOFTWARE \Device\Harddisk 0\Partition1
\WINNT\System32\Config\Software
\REGISTRY\MACHINE\SYSTEM \Device\Harddisk 0\Partition1
\WINNT\System32\Config\System
\REGISTRY\USER\.DEFAULT \Device\Harddisk 0\Partition1
\WINNT\System32\Config\Default
\REGISTRY\USER\Security ID (SID) \Device\Harddisk 0\Partition1
\WINNT\Profiles\Username\ntuser.dat 

187. How can I configure the Event Viewer using the registry?

The Event Viewer logs (System, Application, and Security) have registry entries at:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\logfile

There is a sub-key for each of the 3 logs. Each of these have the following value entries that can be configured:

File is a type REG_EXPAND_SZ that contains the path of the log.

MaxSize is a type REG_DWORD that contains the maximum size of the log file in kilobytes. The default is 512K.

Retention is a type REG_DWORD that specifies records which are newer than this value (in seconds) will not be overwritten. If the value is 0, the log may be overwritten. If the value is hex 0xffffffff, the log must be cleared manually. The default is 604800 (7 days). If the log fills up or a retained record needs to be overwritten, you receive an Event Log Full error.

Sources is a REG_MULTI_SZ value that contains registered posting programs. Each of these entries have a sub-key which has values that control message translation and other information pertinent to the posting program. Sources and the sub-keys should not be altered manually, only with the API provided for that purpose. 
188. Command line NTFS compression.

Compact is a native Windows NT command that displays or alters the compression state of files and directories. The syntax is:

compact [/c] [/u] [/s[:DirName]] [/i] [/f] [/a] [/q] filename [...]

If run without any parameters, it displays the compression state of the current directory.

Parameter M e a n i n g
/c Compresses the specified directory or file. 
/u Uncompresses the specified directory or file. 
/s[:\DirName] applies the action to all subdirectories of the specified directory, or of the current directory if none is specified. If :\DirName is used, the compressed attribute is not altered. 
/I Ignores errors.
/f Forces the action on a previously failed attempt. 
/a Display files with the Hidden and/or System attribute. 
/q Displays minimal information. 
filename Specifies the file or directory. You can use multiple filenames and wildcards. 


To compress the files in the current directroy and all subdirectories, type:

compact /c /s

To compress all files that end in .HTM in the \DATA directory and all subdirectories , but not modify the compressed attribute of these directories, type:

compact /c /s:\DATA *.HTM

To force complete compression of the file DATA.GIF, which was partially compressed at the time of a disk crash, type:

compact /c /f DATA.gif 

189. If your serial mouse fails to detect at startup.

If you have a serial mouse on COM1 or COM2 that occasional fails to be detected at startup, you can just fiddle with connector, without the need to reboot, by adding value entry OverrideHardwareBitstring as a type REG_DWORD to:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Sermouse\Parameters

A data value of 1 indicates that the mouse is installed on COM1 and a data value of 2 specifies COM2.

This entry causes the driver to load, even if the mouse is not detected. 

190. A picture is worth a thousand words.

Instead of piping a DIR to record a directory structure, try using Tree, which graphically displays the directory structure.

tree [drive:][path] [/f] [/a] 

Parameter M e a n i n g 
drive: The drive: letter. 
path The directory. 
/f Displays the names of the files in each directory. 
/a Use text instead of graphic characters. 

To display the names of all the subdirectories on the disk in your current drive, one screen at a time, type the following command:

tree \ | more

Here is a screen print of the first page of:

tree "c:\program files" | more

193. How do I install SBS if the disk controller is not auto detected?

If the disk contoller is not auto detected, SBS will blue screen with a STOP: 0x0000007b Inaccessible Boot device during the first reboot. To continue the install, boot from the 3 setup diskettes and press F6 when you see Windows NT is now detecting your hardware. When asked to specify devices to install and you are prompted for the OEM drivers, choose skip. At the next reboot you will receive another STOP: 0x0000007b Inaccessible Boot device. As the conversion to NTFS has not yet occured, boot to a MS-DOS floopy and copy the OEM driver to winnt.sbs\system32\drivers.

When you restart, setup will continue normally.


195. Why does it take Explorer longer than File Manager to view a file over the network?

Explorer supports OLE (Object Linking and Embedding) and File Manager does not.

Explorer must download the file header information and other details such as associations and icon information to compose the view. File Manager simply reads the file label to compose the view. 

198. Can not use a roaming profile.

If the account that you logon as is also used to start a service on your computer, the roaming profile can not be used to log you on.

199. Is your RAS connection using LMHOSTS slow?

If you are using LMHOSTS to resolve the IP address of your RAS server, Windows NT must wait for the connection attempts over your local LAN to timeout before the RAS connection is accepted. This could take 90 seconds.

Try lowering the value of TcpMaxConnectRetransmissions. If you set it too low, you may experience connection problems over a slow link. Edit:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters

and set the type REG_DWORD value name of TcpMaxConnectResponseRetransmissions to 1. The default for this value is 3 which results in the 90 second delay, while a value of 1 only causes an 18 second delay. This entry determines how many times a response to a TCP connection request is retransmitted. The initial delay between connection attempts is 3 seconds and is doubled after each attempt. The valid range is 0 - 0xFFFFFFFF. 

200. Suppress the "A domain controller for your domain could not be contacted...." message.

HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Winlogon

Add Value name ReportDC as a type REG_DWORD.

A data value of 0 suppresses:

"A domain controller for your domain could not be contacted. You have been logged on using cached account information. Changes made to your profile since you last logged on may not be available."

A data value of 1 does not suppress the message.

201. How to disable that leaky, resource stealing FindFast.

If you remove the FindFast shortcut from the StartUp group, the index files are not removed from your partition. The Microsoft Office apps still continue to use these old index files whenever you use the Open dialogue box, which can cause delays in finding documents. The proper ways to remove FindFast is:

1. Start / Settings / Control Panel / Find Fast

2. Select an entry in Index for documents in and below and click Delete Index from the Index menu. Click OK until the index is deleted.

3. Repeat step 2 until Index for documents in and below is empty.

4. On the Index menu, click Close and Stop.

5. Remove the FindFast shortcut from the StartUp group. 

202. How do I get IIS to play MIDI to Netscape Navigator?.

Edit
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\InetInfo\Paramenters\MimeMap

From the Edit menu, Add Value of type REG_SZ

audio/midi,mid,, with a blank data value and
audio/midi,midi,, with a blank data value.

You must shutdown and restart the server for these changes to take effect. 


204. How do I track account lockout/bad password logon attemps?

It is very difficult to track these as non Windows NT clients are recorded in the event log of the domain controller that attemps to validate the account and Windows NT logon attempts are recorded locally.

You can install the Netlogon.dll from the checked build of Service Pack 3 on your PDC to create a log file for all attemps.

After downloading the checked build of the service pack, extract (SP_Name.exe /x) the Netlogon.dll. Navigate to the %SystemRoot%\System32 folder and rename Netlogon.dll to Netlogon.fre. Copy the checked version of Netlogon.dll to the SystemRoot%\System32 folder. Edit:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Netlogon\Parameters\DBFlag

and change DBFlag to 0x04 to record the logon or to 0x20000004 to record the logon and a time stamp.

Shutdown and restart the PDC.

Confirm you have a %SystemRoot%\Debug folder that contains a Netlogon.log file.The error codes in the log file are:

Error Code M e a n i n g 
0xC0000234 User logon with Account Locked. 
0xC000006A User logon with Misspelled or bad Password. 
0xC0000072 User logon to account disabled by Administrator. 
0xC0000193 User logon with Expired Account. 
0xC0000070 User logon from unauthorized workstation. 
0xC000006F User logon Outside authorized hours. 
0xC0000224 User logon with "Change Password at Next Logon" flagged. 
0xC0000071 User logon with Expired Password. 
0xC0000064 User logon with Misspelled or Bad User Account. 

Only the 0xC0000234 and 0xC000006A entries are important for account lockouts. 

205. Undocumented IF ELSE.

Windows NT supports the IF test (TrueCommand) ELSE (FalseCommand) syntax.

Pseudo code example:

if "%UserStatus%"=="Helped" (goto ThankYou) else (goto WhyNot)

Other examples:

if not exist c:\boot.ini (@echo don't reboot) else (shutdown.exe) 

206. Autochk countdown timer.

SP4 adds a 10 second countdown timer to Autochk, the process that runs Chkdsk on the blue screen during boot.

You can alter the default timer value by navigating to:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager

Add Value name of AutoChkTimeOut as a type REG_DWORD. Select the Decimal Radix and enter the number of seconds desired.

If you set the value to 1, it will effectively cancel your ability to abort the Chkdsk.

Bug: When you schedule a chkdsk on NT 4.0 SP4, the system event log records Event Id 41, The file system structure on the disk is corrupt and unuseable. Please run the chkdsk utility on the device \Device\Harddiskx\Partitiony with label "z". where x, y and z match the drive letter you scheduled. On my Server, I get an Event ID 41, description not found. 

208. Bug: Path with quote marks.

If you add a directory to your path that requires quotation marks, and use a Set Path= statement, executable programs run within the path will not find their associated .dll files.

Microsoft has confirmed the bug and currently has no solution.

209. If you receive:

An application error has occurred and an application error log is being generated.
Userinit.exe
Exception: access violation (0xc0000005), Address: 0x77f901b3

When you click OK, the Terminal Server client is disconnected.

NOTE: The above address value may be different.

You might have an invalid registry entry. Use Regedt32 to navigate to:

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Terminal
Server\Install\IniFile Times

If you have a ?No Name? value name in the right hand pane that looks invalid, delete it. If you have any other
value that looks invalid, delete it

210.) Access Denied for Terminal Server user in %SystemRoot%\Temp\?SessionId?
folder.

In Terminal Server SP4, if a user improperly terminates their session, a subsequent user who receives the same
SessionID will experience the subject problem.

To resolve the problem, delete the first user's %SystemRoot%\Temp\?SessionId? folder. 

211. Installing IE 4.x with Active Desktop on a Terminal Server.

Installing IE 4.x with Active Desktop, on a Terminal Server, is a good way to hang the computer.

Uninstalling Active Desktop will still cause the Terminal Server Clients to receive Cannot access this file.
Path is too long.

You must completely uninstall IE 4.x and reinstall it without Active Desktop. 

212.) FPNW causes Terminal Server PDC to be dog slow.
When you install FPNW on a Terminal Server acting as a PDC, response to CTRL+ALT+DELETE takes a
long time. Once logged on, everything takes much longer than if FPNW was installed on a member server.

The only fix is to NOT install FPNW on a PDC. 

213. Terminal Server with SP4 ignores Profile and Home Directory settings.
When you apply SP4 to a Terminal Server Domain Controller, it ignores the Profile and Home Directory settings
for users.

When SP4 is applied to a Terminal Server Domain Controller, it erroneously sets RestrictAnonymous to a 1.

To correct the problem, set RestrictAnonymous, a REG_DWORD at:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\LSA to 0.

Shutdown and restart Windows NT.

NOTE: You can also delete the RestrictAnonymous value name. 

214. 256 megabyte minimum Pagefile on BO Server.
Windows NT requires (recommends) a minimum pagefile of RAM + 12.

BackOffice Server requires a minimum pagefile of 256 Megabytes. While the install will allow less, you must
immediately change it.

Use Control Panel / System / Performance / Virtual Memory / Change.

The Initial and Maximum sizes should be equal to avoid fragmentation of the pagefile space. 

215.) How can I force Terminal Server to terminate a disconnected client session?
When a Terminal Server client abnormally (power failure, network failure, etc..) loses their connection to the
Terminal Server, their session may not be marked as disconnected. When the client logs on again, a new
session is created, leaving the origonal session active, consuming resources.

To fix this problem, apply the latest Terminal Server Service Pack. Then use Regedt32 to navigate to:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server

On the Edit menu, Add Value name KeepAliveEnable as a type REG_DWORD. Set the data value to 1. The
default is 0.

Use the Connection Configuration tool to double-click rdp-tcp, and click Advanced.
Locate the On a broken or timed-out connection, connect action the session line. Then:

Clear the Inherit User Config check box.
Check Disconnect.
Press OK.

With these settings, KeepAliveEnable will use Carrier Loss Detection,
polling each client every (KeepAvileInterval / #sessions), to disconnect the client session. 

215.) Terminal Server user receives INF install failure?

If you are running Terminal Server SP4 and IE 4.01 SP2, your users may receive:

Advanced INF install.
INF install failure. Reason: Access is denied.

Additionally, the Personalized Settings box may display:

Setting up personalized settings for:
Microsoft FrontPage Express 

When the user clicks OK, the user's desktop is displayed.

To resolve this difficulty, grant the Everyone group Change permissions on Fpxpress.ini file in the Wtsrv
folder. 


























